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Thank you for your selection of the 455U-D radiodam. We trust it will give
you many years of valuable service.

ATTENTION!

Incorrect termination of supply wires may
cause internal damage and will void warranty.
To ensure your 455U-D enjoys a long life,
double check ALL your connections with
the user’'s manual
before turning the power on.

Important Regulatory Information

FCC

Part 15— This device has been tested and fouocdnply with the limits for a Class
B digital device, pursuant to Partl5 of the FC@sulCode of Federal
Regulations 47CFR Part 15). Operation is subgetté condition that this
device does not cause harmful interference.

Part 90 — This device has been type accepted &matpn by the FCC in accordance
with Part90 of the FCC rules (47CFR Part 90). $eddbel on the unit for
the specific FCC ID and any other certificationigeations.

Industry Canada

RSS-119 - This device has been type accepted tatpn by Industry Canada in
accordance with RSS-119 of the Industry Canada r@ee the label on the
unit for the specific Industry Canada certificatimmmber and any other
certification designations.

Notice

Any changes or modifications not expressly apprdwe&LPRO
Technologies P/L could void the user’s authoritpp@rate this equipment.

To operate this equipment legally the user mustiola radio operating
license from the government agency. This is danie government can
coordinate radio users in order to minimize intefee.
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How to Use This Manual

To receive the maximum benefit from your 455U-Ddurat, please read the
Introduction , Installation andConfiguration chapters of this manual
thoroughly before putting the 455U-D to work.

Chapter FouBpecificationsdetails the features of the product and lists the
standards to which the product is approved.

Chapter Fivelroubleshooting will help if your system has problems and
Chapter Seven specifies théarranty and Service conditions.

The foldout sheet 455U-Ihstallation Guidas an installation drawing
appropriate for most applications.

WARNING

1. To avoid the risk of electrocution, the anterargenna cable, and all
terminals of the 455U-D module should be electlycatotected. To
provide maximum surge and lightning protection, thedule should be
connected to a suitable earth and the antennayremt&ble, and the
module should be installed as recommended in ttallation Guide.

2. To avoid accidents during maintenance or adjestraf remotely
controlled equipment, all equipment should be filistonnected from the
455U-D module during these adjustments. Equiprakatild carry clear
markings to indicate remote or automatic operatieg. "This equipment
Is remotely controlled and may start without waginsolate at the
switchboard before attempting adjustments.”

3. The 455U-D module is not suitable for use inlegiye environments
without additional protection.

4. All antenna installation and servicing shoulddoae by qualified
personal only. When installing or working near émenna it is
important to ensure that the transmitter is notafeg,ensure the
transmitter is disabled.

5. The antenna can have very high RF radiatingdiahd must be installed
so that under normal operating conditions thatragrecannot approach
within 2.3 metres (7.5 feet) of the antenna. Jegter 2 for antenna
installation guidelines.
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Chapter One INTRODUCTION

1.1 General

The 455U-D radio modem provides reliable radio nmageration with advanced
communication control and diagnostics functidRadio modemgransmit serial data over a
long distance via radio. The serial data is naingfed - the output data is the same as the
input data. Although the 455U-D is intended teshmeple in its application, it also provides
many sophisticated features. This manual shoul@de carefully to ensure that the modules
are configured and installed to give reliable perfance.

Each 455U-D module will connect to a host devicdRIB232 or RS485 serial connection.
Examples of host devices are PLC’s, data loggetslligent transducers and computers. The
455U-D unit can receive data from the host deviwteansmit this data by radio to another
(or several) 455U-D module. The other module watireate the serial data and output it as
either a RS232 or RS485 serial signal. The 455uhiDprovides two-way communications -
each module can accept serial data and also osgpiat data.

The 455U-D module has two data ports (one RS232aadRrS485) and can connect to two
host devices independently. The 455U-D also hathen RS232 port (via a RJ45 connector)
which can be used only for configuration or acdessiagnostics information - the RS232
data port can also be used for configuration aagrastics.

RS232 is an electrical standard format for a fulptex point-to-point serial connection.
RS485 is an electrical standard format for a halpbbx multidrop serial connection. Up
to 32 devices can communicate on a common RS485 ses.

Each 455U-D can simultaneously

connect to signals from both RS232
andRS485. In addition, RS232 data

from one host device can be

transmitted to a remote 455U-D unit og,q) o
and output as RS485 data to anotherq
host device.

The unit includes a fixed frequency  yy ripLe pevice connecTiviTy
radio transceiver with overall

frequency range 360MHz to 512MHz,

in seven radio bands, each 20MHz wide. The wmeiconfigure the radio frequency within
the 20MHz band (refer to Diagnostics section).

The 455U-D is available with a high power radidb(8.5W) suitable for licensed narrow-
width channels (12.5, 20 or 25KHz). The unitlsoaavailable with a lower power radio (10
—500mW) suitable for license-free narrow-widthmhels, in countries where these are
available.

The operating parameters of the 455U-D are cordyinrom a PC using a Microsoft
Windows configuration package provided free wité thodule, or from a PC terminal using
Hayes commands.
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Ordering Information
455U - Type — Radio Type — RF Power — Channel — Band — Fre quency

Type D Data modem, full functionality
B Data modem, Bell 202 or V23 messaging
A External modem, 600 ohm audio input
C Data modem compatible with ELPRO 405U
Radio Type L 10 - 500mwW H 0.5-5W
Power Actual power requested - for example, 100mW or 2W
Channel N 12.5 KHz w 20/25 KHz
Band 390 380 — 400 MHz 410 400 — 420 MHz
430 420 — 440 MHz 440 430 — 450 MHz
460 450 — 470 MHz 480 470 — 490 MHz

500 490 — 512 MHz

Frequency Actual frequency requested in MHz - for example, 471.0725
for different transmit and receive frequencies, enter RXXXXX/TXXXXXX,
for example, R460.5000/T472.3000

1.1.1 Basic Operation

The operation of the 455U-D radio modem is reldyigample. As data is received at the

serial port, the data is transmitted on the ratiannel. Up to 1020 bytes of data can be
transmitted in one transmission. The radio trassimn commences when the first data byte is
received, and ends when there are no more dats ioytke input buffer, or when the number
of bytes transmitted equals the maximum messagghdnser configurable - default 1020
bytes). If more than 1020 bytes is input, the 485 uUnit will transmit the first 1020 bytes,

then the next 1020 bytes, and so on until all efdhta has been transmitted.

Because the radio data rate could be less thanghbéserial data rate, an input memory
buffer of up to 8Kbytes is provided. The RS23arwection provides CTS control to prevent
the buffer overflowing. There are no data flow tohsignals for RS485.

1.1.2 Operating Modes

A radio channel cannot provide as secure a datanethas a wired connection. The 455U-D
uses a radio band with a low level of natural olustrial noise, however there is a chance of
interference from other users on the radio chanwé. recommend that the flow of data over
the radio channel is controlled by using error d&v@ and “handshaking” - that is, returning
an acknowledgment transmission if a data packetcsived on the radio channel without
error. This function can be performed by either tlost devices or the 455U-D modules.

The modules may be configured by the user to opénatne of two modes. In
Unacknowledged mode, it is assumed that the hostekecontrol the flow of data - the
455U-D does not provide handshaking. In Acknowéztimode, the 455U-D units provide
handshaking to control the flow of data.

The RS485 port always operates in Unacknowledgett mo

Man_455U-D Rev 3.03 Page9
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1.1.3 Repeater Functionality

A 455U-D unit can act as a repeater for other unitsepeater receives a radio message from
one unit and re-transmits it on to another unit.

Up to seven repeater addresses can be configueethntio link.

If transmitting to the wildcard O address in Unaokttedged mode (that is, a broadcast
transmission), then the repeater unit can be gordd to also output the data to its own host
device.

1.1.4 Hot Redundant Standby

Two 455U-D units can be installed together in allRedundant relationship - an active unit
with a hot redundant standby. One unit is conBguas a “primary” unit and the other the
“secondary”. The secondary unit acts as a stafatlthe primary.

Under normal operation, the primary unit is actwel the standby is inactive. If the internal
diagnostics in the primary detects a fault or aerapng problem, the primary stops normal
operation and the secondary becomes active. riHu#ive unit is powered and operational,
however communications out of the unit via the eadansmitter and RS485 port is disabled.

Both units have the same configuration apart fromary/secondary selection.

1.2 Unacknowledged Mode

The default configuration of the 455U-D modem isicknowledged mode - the modules are
set in this mode at the factory.

In unacknowledged mode,
units do not provide
handshaking functions to
control the flow of data.
Messages are not
acknowledged, and are'senf UNACKNOWLEDGED MODE
on a “Best attempt” basis. ADDRESSED TO A PARTICULAR
It is up to the host UNIT
equipment to determine if

data is lost or corrupted.

To improve reliability in this mode, units may benfigured to send each message multiple
times (configured in S-Register S29). The recgwnit will detect repeat messages and only
send the data out the serial port once.

Each modem is configured with a separate unit addta Unacknowledged mode, messages
may be sent

e to a particular modem by using the remote unitdrass, or
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« to all modems in the system, as a broadcast me$sagsing the wildcard address 0. The
wildcard address is
used to send a message
to a group of modems.

Data received at the serial
port is transmitted out of
the radio port, addressed to
the configured destination
455U-D module, or to all
modules by using address

0. Data received from the UNACKNOWLEDGED MODE
. . ADDRESSED TO ALL UNITS USING
radio with the correct WILDCARD ADDRESS 0

addressing is transmitted
out of one of the serial
ports (RS232 or RS485).

Prior to transmitting, units will listen to the iacchannel to ensure that it is clear - units will
hold off from transmitting until the radio channlkclear.

At the RS232 port, the CTS pin can be configuregadigh while there is space in the input
data buffer - otherwise it is always high.

Host devices should provide a suitable protoc@rtsure that error checking, handshaking and
implementation of an appropriate re-transmissidrese is provided. This mode of operation
is particularly suited to devices designed to ofgeoaer a multidrop network, such as PLC
systems designed for operation over a RS-485 nktwor

If error checking is not configured at the recegvimit, data will start to be output
immediately after the first byte of data has besseived. If error checking is configured, data
will be output approx 1mSec after the end of thesage. For example, a message with 20
bytes of data transmitted at 19200 bits/sec wijithéo be output approx 23 msec after the
data is input, if there is no error checking, om3dec after the data is input if error checking is
configured - this assumes the minimum lead-iretoh20 msec is configured.

1.3 Acknowledged Mode

In Ac}(nowledged mode, DATAMESSAGE _ _.»
data is transferred between -

—_— —

the RS-232 ports of two T 4" Tack
modules (that is, a point to
point link). One of the
modules is configured as a
“master” (or initiator) unit
and the other as a “slave”
(or responder) unit. There
can be many slave units in
the system, however the
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master unit will only link to one slave at any diree.

Note that Acknowledged mode only applies to theF2Jort. The RS-485 port always
operates in Unacknowledged mode.

To establish a link, the master unit transmitseced “connect” message. This initial message
does not include any data. If the addressed siaeeceives the connect message, and is not
already connected to another 455U-D unit, it vaturn an acknowledgment message. Both
units will activate their DCD LED, and also actigdheir DCD output signal (if configured).

If the master unit does not receive the acknowlezignthe DCD output will reset. When the
connection is made (DCD set), the 455U-D unitstcamsmit data to each other.

A master can be configured to connect to a pretgordd slave address in two ways:

e on power up - the master will only connect to 6red slave address and if the
connection link fails, the master will continuopgily to make a new connection, or

e it can be “commanded” by its host device using Aimmands - the host device can
control the master 455U-D to “dial” a slave addressnnect, transfer data, and then
disconnect (or “hang up”), and connect to a ddferslave address.

Once the communications channel has been estathligtee455U-D unit will accept input
data and send radio messages with data. When aB55\t receives a radio message, it will
check the system address and destination address)so the error-check (optional). If these
are correct, it will return a ACK (acknowledgmentgssage to the source unit. If the system
address or destination address is not correct.toe ierror-check is not correct, then no return
message is sent.

There can also be up to five intermediate repeatdtse link. Each 455U-D unit is
configured with a unit address - only the unit wvathaddress matching the destination address
of the radio message will process the message @pdtahe serial data.

Establishing a Communications Link

Master Unit Slave Unit

* Listen to ensure channel is clear
o If clear, transmit “connect” message = ----------------- > * Receives message
 Radio TX LED flashes » Radio RX LED flashes

e Check system and destination
address

e If OK, set DCD LED and output

» If message OK, transmit back an
ACK message.

¢ Radio RX LED flashes Lommmmmmmmmmmmeee Radio TX LED flashes

e Acknowledgment received okay
communication link established

e Set DCD LED and output
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If the source unit does not receive an ACK messagell re-transmit the same message. It
will attempt to transmit the message the configurechber of times (S-Register S30). If the
unit still does not receive an ACK message afteranfigured number of attempts, it will
reset the LINK LED, and reset the DCD output onfg9 RS232 port and reset the DIO

output (if configured).

During normal operation, if there has been no radiovity for a period (called the “link

check” period), the master unit will transmit a é&ck” message to check the radio path. The

link check period is user-configurable (S-Regi§6}. If the slave doesn’t receive any
messages within the configured link check time@ugr(figuration Setting \T), it will drop the
radio link, and turn off the LINK LED, and reséetDIO and DCD signals (if configured).

Successful Communications

Source Module

Destination Module

» Serial data is received
e Serial LED flashes

e Listen to ensure channel is clear
e If clear, transmit message
 Radio TX LED flashes

* Receive message
» Radio RX LED flashes

e Check system and destination
address

* |f OK, check error-check

» Radio RX LED flashes

» If message okay, transmit back
an ACK message.

* Radio TX LED flashes

» Acknowledgment received okay -
communication complete

» Serial data is output
» Serial LED flashes

Unsuccessful Communications

Source Module

Destination Module

» Listen to ensure channel is clear
» If clear, transmit message
e TXLED flashes

* Receives message
¢ RXLED flashes

e Check system and destination
address

« If incorrect, transmit no message
and no serial output.

* No ACK received

» Retry multiple times (Configure With
S-Register S30)

» If no ACK message received after
all attempts

* “NO CARRIER” message sent to
host

e DCD signal and DCD LED reset

Man_455U-D Rev 3.03
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1.4 Security Encryption

Some applications require that the system be mexiee from eavesdropping and hacking.
To provide for these applications, the modem sugp®dES-128 data encryption.

The modem may be configured to transmit messagésowviwithout encryption, accept
messages without encryption, or to require thatived messages are encrypted.

Messages sent with encryption have an addition&lylés of data added to the start of the
radio message (the initialization vector).

1.5 Serial and Radio Data

The 455U-D module provides a full-duplex RS232aqyort and half-duplex RS485 serial
port. The radio communications is half-duplex. nfiapplications use full duplex RS232
communications but do not require full duplex - gnetocol used operates at half-duplex and
will operate with the 455U-D without problems. tf application really requires full duplex
communications, then the 455U-D should not be used.

Data input at the serial port is placed into thguirbuffer. This buffer will store up to
8Kbytes of data, and CTS/RTS control can be condigwn the RS232 port to prevent
overflow.

When the 455U-D unit detects data in the inputdnyft initiates a radio message. The radio
message will end when the number of transmittedsoggaches the maximum message length
(configurable by the user), or if the input bufflercomes empty.

If the configured serial data rate is the same arenthan the radio data rate, then data is
transmitted as soon as it enters the input buffietta “streams” from the input buffer to the
radio port. If the serial rate is less than ttéigaate, then the transmission will be delayed for
a period to allow sufficient data to build up iretimput buffer to avoid the radio emptying the
input buffer before a complete serial message Bas mput. This delay is configurable
separately for the RS232 and RS485 serial porterdtively a Transmitter Hold up time can
be configured (S-Register S27) to keep the traenkeyed up between characters.

The radio transmission will stop when the inputfeufs empty or when the radio has
transmitted the maximum number of bytes (user gomdible - maximum 1020 bytes). If
there is still data in the input buffer, the 455Unil start another radio transmission.

An error-check can be added to each radio messatés is a user-configurable selection. If
error checking is configured, then a 16 bit CR@reaheck is added to the end of the
transmitted data packet. The receiving module nedkeive the full data packet and check the
CRC before outputting the data.

The maximum size of the data packet is configur@plthe user (maximum is 1020 bytes). If
less data than the maximum size is input to théJ4b5then the 455U-D will transmit the
actual data input. If more data is input thanrtfeximum size, then the 455U-D will transmit
multiple packets until all of the data is transewuitt
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Because of radio start-up delays, the effectiveorddta rate will be lower than the transmitted
data rate. If you are sending large blocks of datd the serial rate is equal or more than the
radio rate, we recommend that you use CTS/RTS dlomtrol to prevent the input buffer from
overflowing.

1.5.1 PLC-Mode

The 455U-D will operate most efficiently when thexial data rate is higher or the same as the
radio data rate. If the serial data rate is lkas the radio rate, there is a risk that the radio
will empty the input buffer too quickly, resultimg a single input message being broken into
more than one output messages. Many host proteaolsas those used by PLC’s, will not
accept a message being broken into sections widlyslbetween the sub-sections.

To avoid this occurring, the 455U-D will automatigalelay the radio transmission starting if
the serial rate is less than the radio rate. iBslled “PLC Mode”. The radio will not start
transmitting until a certain number of bytes haeerbinput into the input buffer. The 455U-
D calculates the number of starting bytes dependmthe values of the configured serial and
radio rates. The number of bytes to start transigiis stored in register S18 (S20 for RS485))
- when a configuration is entered whereby the beata is less than the radio rate, the 455U
configuration software will automatically enter appropriate value in S18. The user can
change this value. If the serial rate is the sam#he radio rate, or more, than there is no
delay.

There is an automatic protection - if a certairetinas elapsed and the number of starting
bytes has not been input, then the radio will gtartsmitting. This is an override protection.
The 455U-D will automatically calculate the ovegitime based on the configured serial rate
and S18 (the number of bytes required to start)e dverride time is stored in register S19
(S21 for RS485) - this value can also be changetidyser.

In applications where the extra delay introducedbiyering data at the sending modem is
unacceptable, an alternative is to configure afi$naitter Hold up” time (S-Register S27).
This keeps the transmission keyed up between tiaracters.

1.5.2 Character Type

The 455U-D may be configured by the user to Data Parity Stop
recognize the following types of characters - Bor - = T
data bits, even or odd or no parity, 1 or 2 stag. bi >
Most applications will require the character typdée Odd L
the same at each 455U-D modem in the system. None g
Nevertheless, the character type may be configired g Even 1
be different at different 455U-D modems. Data is Odd 1
transmitted by radio as an eight-bit byte withdops None 1
or start bits. If the input data is 7 data bitgrt the 2

byte transmitted by radio comprises the 7 bits plagro bit. Input characters with 8 bits are
transmitted as just the 8 data bits, with no pariBecause the data is transmitted without
parity, the user may configure CRC error checkinbe added to each transmitted data packet.
Data is output at the destination module basedherharacter type configured at that module

- that is, the start/stop bits and parity is adabethe radio data.
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1.5.3 Serial Data Rate

The communications baud rates supported on botR&&32 serial port and the RS485 serial
port are 600, 1200, 2400, 4800, 9600, 14400, 1928800, 31250, 38400, 57600, 76800,
93750, 115200 and 187500 baud - the user selegetsfahese rates during the configuration of
the modem.

The RS232 and RS485 ports may be configured wighrage data rates.

1.5.4 Radio Data Rate

The data is transmitted by radio as direct moddlat@chronous data at 1200, 2400, 4800
9600, or 19200 bits/second - (19200 baud onlyaips with 25KHz channel widths). The
user must configure the radio data rate at eacl43®odule. The configured radio data
rates must be the same for each module in a system.

The 455U-D uses four-level frequency modulationtha highest data rates - 9600 b/s for
12.5KHz channels and 19200 b/s for 25KHz chann€le other rates use two level
frequency modulation. Two level modulation resuitgess data errors, resulting in more
reliable operation. It is recommended that radites of 4800 (12.5KHz) or 9600 (25KHz) be
used unless the application requires the higher ddes.

1.5.5 Radio Message
The radio message includes the following :-

* A 40 msec leading sequence of alternating 1¢s0as provides the receiving unit with
time to capture and lock onto the incoming sigtta (ead-in time can be configured to
be longer for systems using talk-through repeaters)

* A system address is superimposed on each messpgevtde discrimination between
different 455U-D systems on the same radio chanBath 455U-D unit in the same
system must be configured with the same systeneaddrrefer Configuration section.
Although other 455U-D modules may hear the radgiagmissions, because they have a
different system address, the radio transmissiggnered and no serial data is output.

* Addressing for the sending unit, any repeatersyaind the final destination unit indicates
where the message is to be sent and how to get ther

An error-check (16 bit CRC) and security encryptidikS128) may be configured by the
user.

Up to 1020 bytes of data may be transmitted in ssage - the maximum message size is
configurable between 1 and 1020 bytes. The datsists of a sequence of 8 bit bytes. Start,
stop and parity bits are not transmitted, but teyre-generated at the receiving unit (if
configured).
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The time taken to transmit a message is :-

Section Item Number Time (At 9600 Baud)
PEAMBLE Lead-in 40 msec Default 40 msec
(Configurable)

HEADER System Address 2 Bytes 2.08 msec

Header Control 2 Bytes 2.08 msec

Source Address 1 Byte 1.04 msec

Destination Address | 1 Byte 1.04 msec

Intermediate Address | 1 Byte per address 1.04 msec for each address

Header Error Check | 1 Byte 1.04 msec
ENCRYPTION | Initialisation Vector 16 Bytes (if enabled) | 16.64 msec (If configured)
DATA Message Data Data Bytes 1.04 msec x no of data bytes
CHECK CRC Error Check 2 bytes (if enabled) 2.08 msec (If CRC configured).

The time for each byte is 1.04msec @9600 bitsA88 msec at 4800 bits/sec, and 4.16 msec
at 2400 bits/sec.. If error checking is not comfegl at the receiving unit, data will start to be
output immediately after the first data byte hasrbeeceived. If error checking is configured,
data will be output approx 1msec after the endhefrhessage. For example, a message with
20 bytes of data transmitted at 9600 bits/sec wathepeaters, will start to be output approx
71msec after the data is input, if error checksganfigured, and will start to be output

approx 47 msec after the data is input if no echacking is configured.

A “transmit delay” time and a “receive delay” timey also be configured. These parameters
may be used to fine tune and give priority to dédfe 455U-D units in a system.

« After each message is transmitted, a 455U-D utlitvt transmit another message during
the transmit delay time. This could be used tovak reply message to be received before
the next message is sent.

» After a message is received, a message will noalbemitted during the receive delay time.
This could be used to delay a reply message uhgranessages have been sent.

1.6 Addressing

A 455U-D network comprises modules with the sanyst&n” address. Only modules with
the same system address will communicate with ettwr. This feature allows more than one
system to operate in the same area on the sanweatzainel.

A 455U-D must also be configured with a “unit” adss - this gives the module a unique
identification. The unit address is used to idertile two data ports on each 455U-D. The
RS232 port is accessed by addressing the configumiéeddress. The RS485 port is accessed
by addressing the configured unit address +128tdsaccess the RS232 port on unit 7, use
address 7. To access the RS485 port on this waitaddress 135 (128+7).

Addresses 0 and 128 are reserved as “wildcard’esdds. Sending a message to address 0
results in all modules accepting the message. Adddeefers to every RS232 port in the
system. Address 128 is the wildcard address faryeR8485 port in the system.

1.6.1 Multiple Device Connectivity (MDC)
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Because each serial port is individually
addressed, the 455U-D is able to connect

to two serial devices and manage two
independent wireless links. This is called
Multiple Device Connectivity, or MDC RS485

functionality. %

Some of the features if MDC are:

RS485

* EaCh Serial port iS Configured MULTIPLE DEVICE CONNECTIVITY
individually however with the same
system address.

« The device connected to the RS485 port can linkedrS485 port or the RS232 port on
another 455U-D - the same applies to the RS28kele However if a wild-card address
is used (0 or 128), then all remote serial poristibe the same - thatis, all R485 or all
RS232.

« The RS485 port always operates in Unacknowledgedemd@he RS232 port can be in
Unacknowledged or Acknowledged mode. The DCD statdication will relate to the
RS232 port.

e Each wireless link can include repeater addresses.

* Because both communications channels use the sathweahannel, activity on one port
may impact communications on the other port, byoohicing delays in message
transmission.

1.7 Optimum Path Routing

Optimum Path Routing (OPR) is an advanced feattoeiging fast and efficient radio
networking. OPR is a protocol-specific featurengghe link layer of a variety of host
protocols, allowing routing of messages for up4ad@ferent host addresses.

Supported host protocols are:

¢ DF1 (half duplex master and slave),

¢ Modbus (Master and Slave) - RTU and ASCII formats
¢ Profibus (Peer-to-Peer) and

¢ DNP3 (peer-to-peer).

Under OPR, a “path” is configured for each host@col address, comprising the 455U
destination address and any 455U repeater addiiestespath. When the 455U unit receives
a data message from its host, the 455U will iogate the message for the host destination
address and use the pre-configured OPR path totserrddio message.

For more information, refer to section 3 of thigaMal.
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1.8 Duty Cycle Limiting

Some licenses require that the modem limits itsroamications so that it is transmitting for
no more than a maximum proportion of the availainie. This applies to European 500mwW
unlicensed bands, where the modem must limit itg dycle to 10%.

Duty cycle limit is set to 100% except for modentseh are configured for the European
limited duty cycle bands.

To change the duty cycle limit, use the AT#D comthgAT#D100 for 100%).

Duty cycle limiting must be calculated over a tinmegreater than one hour. You might prefer
to calculate the duty cycle limit over a shortendi The AT#T command sets the time in
minutes to use to calculate the duty cycle.

1.9 What Operating Mode to Use ?

1.8.1 Unacknowledged or Acknowledged mode?

Unacknowledged modeprovides simpler operation as the units do nohaskedge
transmissions received. However confirmed oparatiainacknowledged mode will only occur
if the host devices check the messages and retknoaledgments. Generally, if a device is
able to operate on a RS485 multi-drop serial linis, suitable for unacknowledged mode.

The RS-485 port only operates in Unacknowledgedemivds possible for the RS-485 port to be
operating at the same time as the RS-232 porhdirsg data to another location, using either
Acknowledged or Unacknowledged mode (MDC).

RS-232 links can also be made in Unacknowledgedcemothe 455U units can effectively
provide a “multi-drop” network for RS232 devicgsovided the devices use a communications
protocol that includes addressing and message atéaigments.

Normally Unacknowledged mode would be used with'®afd similar devices.

Acknowledged modeis suitable for point-to-point RS-232 links whéine host devices do not
provide addressing or message acknowledgment.i-phitit networks are possible in
Acknowledged mode, however a “master” host deviastroontrol connecting and
disconnecting to remote units using AT commands.

It is possible to configure different units in tseame system with different operating modes,
however this requires care. A 455U-D unit configlireone mode can act as a repeater for
messages sent between two 455U-D units configardekiother mode, and it is always possible
to send Unacknowledged mode messages to the Rei8an a module regardless of the
configuration of the RS-232 port.
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1.8.2 Error Check ?

Error-checking may be configured in both Unacknalgkxl and Acknowledged mode. When
the error-check is configured, a 16-bit CRC (CyBl&dundancy Check) attached to the end of
each message. This check is used to detect amyption of the data when it is received at
another 455U-D unit.

Error checking is individually selected for the B3%ort and the RS485 port.

When a unit receives a radio message with errackglitiewill not output data until it has

received the whole message and ensured that tivecbeck is correct. If the unit does not have
error-check configured, then it will output datatds received, streaming from the radio out the
serial port. Hence operation of the units is fasterror-check is not configured.

Usually units in the same system will have the sama-check configuration, however it is
possible for users to configure the units diffdgenEach message sent indicates within the
message header whether it uses error-checking.gison@ single modem can receive messages
with and without error checking without requirinigamges to the configuration.

Error-check is strongly recommended for Acknowletigeode operation. If error-check is not
configured, then a 455U-D unit will transmit an acwledgment message (ACK) whenever it
receives a radio messagathout checking for errors. If error-check is configurdee unit will
only transmit an ACK message if the error-cheatoisect.

When using OPR with Modbus RTU or DNP3 protocalsyrecheck should be disabled as these
incorporate their own error check within the datenfe.

When using OPR with Modbus ASCII protocol, erroeck should be enabled as this protocol
only incorporates a weak LRC error check.

When using OPR with DF1 protocol, Error check ninesenabled if the DF1 protocol is
configured for Block Character Check (BCC). Eradreck must be disabled if the DF1 protocol
is configured for Cyclic Redundancy Check (CRC)stBeerformance is found when DF1 is
configured to use CRC, and Error check is disabfethe 455U-D.
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Chapter Two INSTALLATION

2.1 General

The 455U-D module is housed in a rugged aluminuse caliitable for DIN-rail mounting.
Terminals will accept wires up to 2.5 sgqmm (12 ggug size.

Normal 110-240V AC supply should not be connected tany terminal of the 455U-D
module. Refer to Section 2.Bower Supply:.

To operate this equipment legally the user mustaipen a designated license-free radio
channel and within the operating parameters ofitease-free channel, or obtain a radio
operating license from the responsible governmgeaney. This is done so the government
can coordinate radio users in order to minimizerietrence.

Before installing a new system, it is preferabléénch test the complete system.
Configuration problems are easier to recognize whersystem units are adjacent. Following
installation, the most common problem is poor comitations caused by incorrectly installed
antennas, or radio interference on the same chammitle radio path being inadequate. If the
radio path is a problem (ie path too long, or aligtons in the way) then higher performance
antennas or a higher mounting point for the antenagrectify the problem. Alternately, use
an intermediate 455U-D Module as a repeater.

The foldout sheet 455U-Installation Guide provides an installation drawing appropriate to
most applications. Further information is detaitedow.

Each 455U-D module should be effectively earthedthe "GND" terminal on the 455U-D
module - this is to ensure that the surge protedtiuits inside the 455U-D module are
effective.

2.2 Antenna Installation

The 455U-D module will operate reliably over ladjstances. The distance which may be
reliably achieved will vary with each applicatiodepending on the type and location of
antennas, the degree of radio interference, anduaglisns (such as hills or trees) to the radio
path. The expected range for radio data rate8@d dits/sec is up to 60km (40 miles),
depending on installation, site and path terrdihe expected range at 19200 bits/sec (with
25KHz bandwidth) or 9600 bit/sec (with 12.5KHzis up to 30 km (20 miles) line-of-sight.

Where it is not possible to achieve reliable comimations between two 455U-D modules,
then a third 455U-D module may be used to recdigartessage and re-transmit it. This
module is referred to as a repeater.

An antenna must be connected to each 455U-D mauhg the female SMA connector at
the top of the module.

To achieve the maximum transmission distance, itenaas should be raised above
intermediate obstructions such that the radio attue “line of sight”. Because of the
curvature of the earth, the antennas will neecetelbvated at least 5 metres (15 feet) above
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ground for paths of 5 km (3 miles). For shortalstes, the modules will operate reliably with
some obstruction of the radio path. Obstructiohglvare close to either antenna will have
more of a blocking effect than obstructions inthieldle of the radio path. For example, a
group of trees around the antenna is a large atigin) and the antenna should be raised
above the trees. However if there is at leastriBfes (300 feet) of clear path before a group
of trees, the trees will have less affect on tlakorgath. To help in planning radio systems,
ELPRO provides a free utility for estimating pa#rformance.

The modules provide test diagnostics to test td®naath and display radio signal strength.

An antenna should be connected to the module vizhi® coaxial cable (eg RG58, Cellfoil or
RG213) terminated with a male SMA connector. Tlghar the antenna is mounted, the
greater the transmission range will be, howevehadength of coaxial cable increases so do
cable losses. For use on unlicensed frequencynelts there are several types of antennas
suitable for use. It is important antennas aresehaarefully to avoid contravening the
maximum allowed power limit on the on the radioraa - if in doubt refer to a authorized
ELPRO distributor in your country or email ELPRO support@elprotech.com.

The gains and losses of some typical antennasabid types are

Antenna Gain (dB)
Dipole with integral cable 0
3dBd Collinear 5
6dBd Collinear 8

6 element Yagi 9

9 element Yagi 12
16 element Yagi 15
Cable type Loss (dB per 10 m)
RG58 -4.5
RG213 -1.65
Cellfoll -2.25

The net gain of the antenna/cable configuratiateiermined by adding the antenna gain and
the cable loss. For example, a 6dBd Collinear &@thmetres of RG58 has a net loss of 1 dB
(8dB — ((20/10) x 4.5) dB) = 8dB — 9dB = -1dB

Another important consideration when installing #@mtenna system is RF exposure. The
antenna can radiate a large amount of RF enetgy.inhportant to ensure that a person cannot
approach the antennas within the recommended mimisafe distances in the table below.
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Antenna Type Minimum safe distance
Dipole 0.4 metres

3dBd Collinear 0.7 metres
6dBd Collinear 0.9 metres

6 element Yagi 1.2 metres

9 element Yagi 1.5 metres

16 element Yagi 2.3 metres

Connections between the antenna and coaxial chbilddsbe carefully taped to prevent
ingress of moisture. Moisture ingress in the calbsable is a common cause for problems
with radio systems, as it greatly increases thoradses. We recommend that the connection
be taped with a layer of PVC insulating tape, thdayer of vulcanizing tape such as “3M 23
tape”, with a final layer of PVC insulating tape.

Where antennas are mounted on elevated mastsatts should be effectively earthed to
avoid lightning surges. Although the 455U-D modslétted with surge protection, additional
surge suppression devices are recommended if ilghsurge problems are experienced. If

the antenna is not
already shielded
from lightning
strike by an
adjacent earthed
structure, a
lightning rod may
be installed above
the antenna to
provide shielding.

2.2.1 3dB/6dB
Collinear antenna.

A collinear antenna
transmits the same
amount of radio
power in all
directions - as such
they are easy to
install and user-or
marginal radio
paths, the following
lengths are the
recommended

maximum for the coaxial cable to the antenna. &dAD metres

P im minimum
- »

COLINEAR
ANTENNA

WEATHERPROOF
CONNECTORS WITH
“3M 23" TAPE

SURGE

ARRESTOR \

OPTIONAL

( ) COAXIAL CABLE STRESS RELIEF LOOP

ANT
MAST

455U PROVIDE GOOD
GROUND
CONNECTION TO
MAST, MODULE
AND SURGE

ARRESTOR

GND

Y ~EARTH STAKE

IF GROUND CONDITIONS ARE
POOR, INSTALL MORE THAN

INSTALL AERIAL ABOVE
LOCAL OBSTRUCTIONS

RG213 - 20 metres. Note

that this applies to marginal paths only - if thdio path has a strong radio signal, then longer
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lengths of cable ( and hence more cable loss) edaolérated. If more than 20 metres of cable
is required for a marginal path

installation, then a low loss cable such M %0

as 10D-FB, or a higher gain antenna A

should be used. Collinear antennas '
should be mounted vertically, at least 1

metre away from a wall or mast. I
d I

L
. LI
2.2.2 Yagi antennas. Antenna installed JU
with drain holes
A Yagi antenna provides high gain in "

the forward direction, but lower gain incoax feed looped
other directions. This may be used tg" “"*""

compensate for coaxial cable loss for 4550-D
installations with marginal radio path.

The Yagi gain also acts on the receiver, E
so adding Yagi antennas at both ends

of a link provides a double 1
improvement.

Yagi antennas are directional. That is,
they have positive gain to the front of
the antenna, but negative gain in other
directions. Hence Yagi antennas _-l-
should be installed with the central
beam horizontal and must be pointed exactly irdihection of transmission to benefit from
the gain of the antenna. The Yagi antennas magdtalied with the elements in a vertical
plane (vertically polarized) or in a horizontal péa(horizontally polarized). For a two station
installation, with both modules using Yagi antenramizontal polarization is recommended.
If there are more than two stations transmitting tmmmon station, then the Yagi antennas
should have vertical polarization, and the comnari¢entral” station should have a
collinear (non-directional) antenna.

Also note that Yagi antennas normally have a dnaie on the folded element - the drain hole
should be located on the bottom of the installedrama.

2.3 Power Supply

The 455U-D has a 15-28VDC “normal” supply and a 183VDC alternate supply. The
supply requires a minimum capacity of 24 Watt fa high power radio version (0.5-5W) or
6W for the low radio power version (10 — 500mW).

If the normal 24V supply is used, the 455U wilbpide battery charging for a 12V sealed
lead-acid backup battery connected to the 12V ttei The internal battery charger will
provide a float charge voltage of 13.8VDC with eutrlimit set to 1.6A (minimum supply
voltage 15V).
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Alternately the 455U can be supplied through th&v"1terminals using a 12-15V supply.

For DC supplies, the negative side of the suppbpimected to earth (“Earth” terminal). The
supply negative is connected to the module casenally. The positive side of the supply

must not be connected to earthThe DC supply may be a floating supply or neg#ive
earthed.

The power requirements of the 455U-D units at 12M®C10mA (quiescent) and 2A when
transmitting (5 Watt), or 450mA for 500mW.

— T

Power
15-30VDC  gypply \ =l
DC Out F +24
= +12
DIO
Optional Battery
Fuse 5A
B
A
U —
T ¥ Earth
12 -15VvDC Supply +24
DC Out — +12

DIO

13.8V Lead
acid Backup
Battery
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2.4 Serial Connections

2.4.1 RS232 Serial Port

The serial port is a 9 pin DB9 female and provifibes
connection to a host device as well as a PC tedrfon
configuration, field testing and for factory tesgfin
Communication is via standard RS232 signals. TH#J45
is configured as DCE equipment with the pinout deta &
below. Hardware handshaking using the CTS/RTS Ises
provided. The CTS/RTS lines can be configured tiece
the status of the local unit’s input buffer. TH&W-D
supports XON/XOFF flow control.

Example cable drawings for connection to a DTE (@$C) or another DCE host (or modem)
are detailed below.

DB9 Connector Pinout

Pin | Name Direction Function
1 DCD Out Data carrier detect—
- driven when link is established in Acknowledgeod®
- driven when module is online in unacknowledgedieno
2 RD Out Transmit Data from modem — Serial Data Output
3 TD In Receive Data into modem- Serial Data Input
4 DTR In Data Terminal Ready- DTR can be configured to initiate low power
mode, or to force a link disconnection (“hang upAicknowledged
mode.
5 SG Signal Ground
6 DSR Out Data Set Ready always high when unit is powered on.
7 RTS In Request to Send hardware flow control configurable
8 CTS Out Clear to send -hardware flow control configurable
9 RI Out Ring indicator - indicates another module is attempting to conimec
Acknowledged mode.
N ) ) N 7N 5 5 7
RD RD RD RD
3 3 3 X3
D 5 5 D D 5 5 D
SG 7 7 SG SG 7 7 SG
RTS 8 8 RTS RTS 8 8 RTS
CTS 6 CTS CTS 6 CTS
DSR 4 DSR DSR N DSR
DTR 1 DTR DTR 1 DTR
DCD DCD DCD — DCD
N N \_/ NI
455U DTE HOST 455U DCE HOST
DB9 DB9 DB9 DB9
MALE FEMALE MALE MALE
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2.4.2 RS232 Configuration Port

The serial port is a 9 pin DB9 female and providasfiguration and diagnostics of both the
local module and of other modules in the systene tie primary RS232 port is active. This
port is wired as a DCE according to EIA-561. Thiofwing table describes the connections
required to connect to a PC serial port. The hiitéd entries in this table are those essential
for operation of the Configuration port.

RJ-45 | E455U-D EIA-561 Signal Name
Pin Modem Function
1 None Ring Indicator
2 None Data Carrier Detect
3 Input Data Terminal Ready
4 Common Signal Common
5 Output Receive Data (from
Modem)
6 Input Transmit Data (to
Modem)
7 None Clear to Send
8 None Request to Send

2.4.3 RS485 Serial Port

The RS485 port provides for communication
between the 455U-D unit and its host device using
multi-drop cable. Up to 32 devices may be :
connected in each multi-drop network.

.. Switch Up for
RS-485 Term

As the RS485 communication medium is shared,
only one of the units on the RS485 cable may s
data at any one time. Thus communication
protocols based on the RS-485 standard require
some type of arbitration. RS485 is a balanced,
differential standard but it is recommended thatldled, twisted pair cable be used to
interconnect modules to reduce potential RFI. important to maintain the polarity of the
two RS485 wires. An RS485 network should be wirethdicated in the diagram below and

Dwn fr
B A Unterminated
RS-485 Bus

HOST 455U-D HOST
® ® ® ® ® ®

120Q ? 1200
& &

RS485 CONNECTIONS
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terminated at each end of the network with a 120 adsistor. On-board 120 ohm resistors
are provided and may be engaged by operating tigéesDIP switch in the end plate next to
the RS485 terminals. The DIP switch should béen“i” or “on” position to connect the
resistor. If the module is not at one end of tig2185 cable, the switch should be off.

2.5 Discrete 1/0O Point

The 455U-D provides a single connection which camiged
as a discrete input for alarms, or a discrete dutpwcontrol
remote equipment,

2.5.1 Using the Discrete I/0O as an Output

When using the DIO pin as an output, it acts aslRN
transistor to common. It can be wired to an indicar alarm
(max 30VDC, 500mA) or to a relay to remotely operat
equipment. The output is controlled using the AT#O
command (AT#O0 turns off, AT#OL1 turns on).

Input / Output

Max 30VDC
0.5A

<

2.5.1 Using the Discrete I/O point as an Input

When using the DIO pin as an input, it is activatgaonnecting the DIO pin to COMMON,
This can be done using a voltage free

contact (Relay or Switch) or a NPN ?
transistor to common. To read the  Voltage-free
status of the Input, ensure the outpt..contact input D
function is disabled (AT#00) and — O
read S-Register S33. \ %)
6; @
2,

Note: The DIO channel isnot available when the 455U unit is part of a Dual
Redundant pair.
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2.6 Dual Redundant Installation

Two 455U-D units can be connected together in &iaiundant arrangement. One unit
configured as a Primary is normally active, arel$®condary unit is inactive. If the Primary
detects an internal fault or operating problengntthe Primary unit becomes inactive and the
Secondary becomes active.

The trigger conditions for a change-over are:

¢ Complete failure of the active 455U - power feglu CPU failure;

¢ Loss of radio communications for a pre-configuiietkt - radio “comms-fail”;
¢ Loss of serial communications for a pre-configuiiete - serial “comms-fail”;
.

Fault detected by internal diagnostics - overgerature, antenna fault (high SWR),
frequency failed-to-lock, or transmitter PTT tinugo

¢ Operator request via configuration.

The 455U units will only change-over if the othaitus clear of faults. To prevent change-
over during short term transient fault conditionise trigger condition must be present for a
time period before the change-over occurs (“chamge-delay time”, user-configurable). If
the primary unit changes over to the secondary uh& secondary unit remains as the active
unit until it detects a fault, or until it is fad to change by manual configuration.

The inactive unit continues to operate, and caaive messages via the radio and data ports.
However it is disabled from transmitting messageshe radio and RS485 ports - it can
transmit messages on the RS232 port.

Single Host Device

If the 455U redundant pair are connected to a sihgbkt device, they should be connected via
RS485 - both 455U units will hear all data messagout only the active 455U unit will send

REDUNDANT PAIR WITH SINGLE HOST REDUNDANT PAIR WITH REDUNDANT HOSTS
USING RS485 USING RS232
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messages.
Redundant Host Pair

If the host device is duplicated as a redundamt paith an individual host connected to an
individual 455U, then RS232 should be used -4%&U will receive and send serial
messages, however only the active 455U will trahsraithe radio.

Dual Redundanct Control Connection

The DIO channels on the two units are connectethis- connection forms the Dual
Redundant Control Connection.

Note: The DIO channel isnot available for any other purpose when the 455U unit
Is connected to a redundant module.

If the Dual Redundant Control Connection becomsesatinected, then the two units will
remain in their previous active/in-active state.

Redundant units should be connected to separatermupplies andwust be connected to
separate antennas and coaxial cables.

Although only one antenna will transmit at any ¢inge, care must be taken with the
installation of the two antennas to avoid one amieaifecting the radiation pattern of the
other. The antennas should be installed at leastt?es (6 feet) apart.

TYPICAL REDUNDANT WIRING INSTALLATION

%
]
N — 5
A N A
Power n @ ¥ Earth
Supply
v ¥ DN 24
2N 12 PRIMARY
e 2 DO 455U
REDUNDANT
CONTROL ————L _
CONNECTION I i SR —
® %)
Power @
Supply
24V + @
2, SECONDARY
S 7 455U
A 4 v

RS485
CONNECTION TO
HOST DEVICE
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Chapter Three CONFIGURATION
3.1 Before Configuring

Configuration comprises selecting parameter valoethe operation of the 455U-D unit.
Before you start configuration, parameter settmgst be decided. The main parameters are:-
* Addressing - system address and unit address.

» Character type. You need to find out the charagpes of the host devices connected to
the 455U-D units. The most common character tgg@edata bits, no parity, 1 start bit and
1 stop bit.

» Serial Data Rate. You need to find out the seldah rate used by the host devices. Itis
possible to have different serial rates configuaedifferent modules in the same system.

* Radio Data Rate. You need to decide what radia ddé you wish to use. It does not
have to be the same as the serial data rate. Wemeend that you use 4800 bits/sec for
12.5KHz channel width or 9600 bits/sec for 25KHzamnel - unless your application
requires the faster data rate to operate reliabhe radio range for the top data rate
(9600/19200 bits/sec) will not be as good as tha#t800/9600.

e Operating mode . You need to decide which opegatinde you wish to use. Modes are
Unacknowledged or Acknowledged, error-checked eemor-check.. These modes are
discussed in Chapter 1 and in more detail in falhgsections.

The other configuration parameters usually do eetdto be changed, and are provided as a
means of "fine tuning" the operation of the 455Ulnits.

Configuration may be achieved by three differenthuds:

1. Using a Windows configuration program run on a H®@is is the most common way of
configuring.

2. Using Hayes AT commands. This method can be peddrmanually by the user from a
PC terminal (for example, Hyperterminal), or carpleeformed automatically by the host
device.

3. Using the single DIP switch located in the endlaitthe module. This restores the
module to a factory default configuration whiclsigtable for a point-to-point
unacknowledged mode link.

3.1.1 Addressing

A 455U-D network comprises modules with the sanyste&sm” address. The system address
is a 16 bit value, 0 to 65 535 (two 16-bit registerach with values 0 to 255). Only modules
with the same system address will communicate eaith other. This feature allows more
than one system to operate in the same area @aithe radio channel. If you are adding
another module to an existing system, use the saine as the existing modules. If you are
starting a new system, select random values anthessame value for each module.
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Each module is also configured with a unit addhets/een 1 and 127 - this gives the
module a unique identification.

The two data ports on the 455U-D can be addresasedion the unit address. The RS232
port is accessed using the unit address, and tB83R3ort is accessed using the configured
unit address +128. So, to access the RS232 pamibi, use address 7. To access the RS485
port on this unit, use address 135 (128+7).

Addresses 0 and 128 are reserved as “wildcardeadds. Sending a message to address 0
results in all modules accepting the message atpitting via the RS232 ports. Address 128
is the wildcard address for every RS485 port insystem.

Every modem can also act as a repeater unit fi@r ehodems in the system. If the modem is
expected to repeat messages to the wildcard addnesepeater mode should be selected to
“wild card” in the configuration.

3.1.2 Command Mode

The 455U can be either in “Command mode” or “Orilineommand mode is a mode in
which the 455U stops its normal operations andasimg to accept AT commands from the
host device. AT commands are a standard set oEmadmmands use to configure or
control the modem’s operations.

The 455U can be configured to power up in eithenro@and mode or online - online is the
default setting.

3.2 Default Configuration

The default configuration of the 455U-D is Unackiesged mode, no error check, no
CTS/RTS flow control, serial rate 19200, radio 4880, character type 8/n/1. The system
address will be set in the factory according torttfuelule serial number.

The module may be forced to factory default sethipgising any of the three configuration
methods.

3.3 Configuration Program

The configuration program is Cfg_455U-D. This peog will run under Windows XP, 98,
NT, or 2000. The program may be obtained fromRieduct CD which came with your
purchase, or can be downloaded from our web pagesv(alprotech.com). When you use this
program, you create a configuration in the PC &ed toad or program the configuration into
the 455U-D module. You can also read the configomegrom a module to edit.
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455U Configuration Utility
File Communication Tools Help

bl e| | @)E e w2 |

Modem Connections

The configuration program groups al
of the configuration details of the
units in one system together in one
configuration file.

Add new modem configuration |

The opening screen shows an “empty
system”. If configuring a new
system, select “Add new modem
configuration”. In the left hand
column are the 455U units in the
system. To add more units, select
“System”, and “Add new modem

Laad new madem inta spstem |

455U Configuration Utility

Flle Communication Tools Help

B || & «E)E € w2 |

Conﬁguration”_ Maodem Connections —Dperating Mode —Mode Settin
=) System rUnacknowledged Mode——
To load the configuration of an existing - Uni1) & futo Orline Sytem Addre
module, select “Load new modem into (" Single Connect Uit Adcress
system” from the System screen. —ﬁi_'fn;w'edg_efh*ode—
uta Lhal
£ Auto Answer
" Single Connect
R5232 path
T
455U Configuration Utility 2 1ol

File Communication Tools  Help

03| & | e o] o0 & o | 2 |

Madem Connections _UG lk g T";‘d‘;M ; [ Mode Settings FS485 | 5 Registers I Configuration Settings I
[=1- Swstem [-Unacknowledged Mode Radio Stats Radi Mod R5232
. Unis Spemddess  [5 3] 924828 | Rado ocem |
- Uit 11 :
& Unit1 " Single Cormect Uit Adiess [ & Arsu ~Fiadio Statistic
e Unit19 —Acknowledged Mode————
..... Unit10 ¢ Auto Dial Digital /0 OFF
" Auta Answer Temp 4000
" Single Cornect
Alarms Mo dlarms
R5232 path
Battery Vaolkage 0%
Z0 Iu
Supply*oltage 0%
RS 485 path PRy
23 |‘|28 Receivelevel 0
Serial Communications
Fepeater 5etting:
[~ Repeat Messages to address 0

r Copy Messages to address 0
out serial pork

Hops Iﬂ

| ConfigPort | Coml | | sn:oooososots | Uwitto ‘

3.3.1 Reading and Configuring a module

You will need a connection cable between the PCthed55U-D. The cable may connect to
either the DB9 port or the RJ45 configuration p@annecting to the RJ45 configuration port
allows the modem to be configured while the DB pemains connected to the functioning
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host system. Connecting to the RJ45 port also allmanfiguration of remote modems in the
system.

The cable to connect to the DB9 should have strdlgbbugh connections as per section 2.4.1
of this manual. If your PC only has USB serial mections with no RS232 port, you will need
to purchase a USB to RS232 converter cable.

The cable to connect to the RJ45 Config port shbaldvired as described in section 2.4.2 of
this manual.

Select the communications port that you will bengsan the PC - make sure that no other
program is using this com port. The program defisauCOM1 - if you are using a different
com port, select the “Com Port Settings” icon frthra toolbar and select the com port.

If connecting to the DB9 port, Make sure that tegad data rate and character type is the same
as that already configured in the module. If yoei@nfiguring a new module, then this will

be the case. If you are configuring a module wiiab already been in service, and you do not
know this information, then you will need to forttee module to factory default settings using
the DIP switch in the module end plate (see se@&i@f of this manual).

If connecting to the RJ45 port, the serial data mfixed at 9600 baud. The character type is 8
data, No parity, 1 stop bit.

To read the configuration in a module, connectctiide and select the
“Read” icon on the toolbar. To configure a modskegect the “Write” ] |
icon on the toolbar.

READ WRITE

When you read or configure a program, you will ee | 3etial Communications
communication messages between the program and th({|5220 52305240

« g . prog 525052612 5270 5280 5290
module in the "Serial Communications” box in thetbm | {5303 5315 532:69 5320 left
hand corner of the program. The communication 534126 535120
messages are Hayes AT commands being generated or

read by the program.

Saving and Opening a configuration file

Configuration details may be saved to disk or rfeawh disk.. To save a

configuration file, select the “Save” icon on toelbar. The program will % |E'; |E |1-|:
ask you for a filename and will give a file extersf “.55D”. For

example, “PLC57.55D”. To open an archived fildgsethe “Open” icon on the toolbar

Modifying an existing configuration

If you read a configuration from a module or a shfile, the program will display the
configuration parameters. You can change thesenpaters, and then program the module
and/or save the file.
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3.4

Remote Configuration and Diagnostics

Most of the configuration features of th

e 455U-Ddam can be accessed remotely over the

radio network. Remote configuration is accessecdyecting to the RJ-45 configuration port
on the local modem, and using either the configaumagoftware or AT commands. Refer to
section 3.3.1 for information on setting up the ®&@n port.

Before attempting to use this function,

ensure iiaote configuration and diagnostics is

enabled at the remote modem. This selection isdfaunder the “Modem” tab in the
configuration package or use Hayes command ATHRAA password is configured at the remote

site, ensure that this is known.

To access the configuration and
diagnostics of a remote modem, first

455U Configuration Utility
File Communication Tools  Help

make a “connection” from the local

455U-D unit to the other unit. Right-
click on the unit in the left-hand ment
of the Configuration program - in the
diagram, Unit 1 is the local modem.

Select “Add Connection” and then
enter the address of the destination
unit, including any repeaters. In this
example, the destination address is :

After creating a connection, you need
to create an “Association” with this
module. Right-click the Connection ol
the left-hand menu and select

Dperating Mode

B & | | o]+ | 2 |
Unacknowledged Mod

odem Connections
- System ’7
~

"-t3 Online
Saork

Add Unit

Edit Unit Mame (F2)
Copy Configuration
Paste Configuration

le Connect

3

doe 455U Configuration Utility

Diz Ele Communication Tools Help

" ble|QaHE e w2 |

le C

Add Conmection

Reroye —
. Madem Connections —DOperating Mode
Save Config — _
) - Gystem Unacknowledge
Save As Config E‘m % Auta Online
Load Canfig [  Siole D
- Unif2) UE S
o Unit[3) —Acknowledged
ST ] - Unitf4) € Auta Dial
enal Communice  Auto Answn
" Single Cor

“Associate” - the modules which hav¢ e

been entered into the system file are

File Communication Toals Help

shown. Select the module which
relates to this remote connection. In
this example, connection “2” is
associated with “Unit 2”.

Once the Association is made, right-
click the Associated connection and
select “Remote configuration”. Make
sure that you are connected to the

second RS232 port (RJ45 connection).

If the remote modem is configured to
request a password (AT#P command)
the password will be requested at this
point.

0|e|a 40 Clw| 2|
Modem Connections Dperz pu— . . -
E|--Unit[1] ’7(: File Communication Tools Hel

Sart
Remave

C bjelul o)
[ro

455U Configuration Ukility

Maodem Connections
[} System

- Unitf1) ¥ _—
File Communication Tools  Help
- Unif2]
- Unitg3) 0| || [ 3| & | 2 |
“e Urit[4) . )
Modem Connections DOperatin
B System Unackne
= Unitf1) ( & fut
: nit(2) Sork
o Unitf3) Remove
‘o Unit/4)  BER

Remate Config
Unéssociate

Man_455U-D Rev 3.03

Page 35



455U-D Radio Modem Module User Manual

Using AT commands:

Connection to the remote modem is accessed usyiD command on the local RJ-45
configuration port:

ATDxxx  Remote Configuration and Diagnostics Acc€Bsl45 port only)
ATD3 Access remote diagnostics on station address 3

ATD3,4,5 Access remote diagnostics on station addbeusing stations 3 and 4
as intermediate repeater stations.

3.5 Unacknowledged Mode

The default setting of the program is Unacknowledgede (refer section 1). Select the
system address or use the random value alreadytestleif the module is to become part of
an existing system then you must select the sastersyaddress as the existing modules.

Select a unit address for the module. Giving eactute a unique unit address allows the
modules to be accessed over the radio using recoofeuration and diagnostics
3.5.1 RS-485 Port

The RS-485 port always operates in Unacknowledgedienand starts up online. If you are
using the Configuration software, click on the “R8S path” box - a destination selection
panel will appear.

In the right-hand box, select the destination pgyé - RS232 or RS485. If there are no

File Comrmunication Help

0| & o] 0| | 2 |

Operating Mode | Mode Settings AS405 | 5 Redis
rUnacknowledged Mode——— Fadia Stats 1
HC
% Auto Comnect Sutemn Address |5883 g 524525 |
" Single Connect Uit Addiess |1 g ATEL —Radio Statistic
—Acknowledged Mode—————
£~ Auto Connect Master Digital |/
= Auto Connect Slave Teme
™ Single Conrect
Alarms
R5232 path
Battery Yoltage
20 I
Supply Waltage
RS485 path PRY J
73 IHD Receive level
Serial Communications
Routing x|
it it Lkt it it it it Port
2 =l =l = =l = =] zffRses =
Cancel | oK
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repeater addresses, select the destination m@aidehe unit address) in the left-hand box.
Do not select these boxes. When you click OK, rémeote port address is automatically
entered into the RS485 path box.

You can use the wildcard address 0 if you wishremticast messages to all remote units.

You can have up to six repeater addresses. laywwsing repeaters, then the left-hand box
is the first repeater address (the repeater netarés¢ transmitting modem), followed by the
second repeater etc. If there is only one repedben the repeater address is entered into the
left-hand box, and the destination address irséo®nd box. If two repeaters, then the two
repeaters are entered into the two left-hand bfwek the first repeater in the most left-hand
box), and the destination address in the third .boand so on.

For example, if you want to set up a link to reenohit 12 via units 31, 32, 33 (in this order)

then you would select: Routing x|
Lrut Unit et Lnik Lt Lnik Lt Port

FERE =JF =3k 3 =3 3 "R

garcel_|

If you want to use repeaters in broadcast transomss refer to the section @roadcast
Repeaters.

If configuring with AT commands:
« the destination address for the RS485 port is 1o dial location 3 (AT&Z3).

3.5.2 RS-232 Port
The RS232 port can be configured for “auto connect’single connect”.

Auto connect means that the 455U-D will start upnan This will be indicated by the LINK
LED going green.

Single connect means that the unit will start upammand mode, and will not go online
until it receives the correct AT command.

In Unacknowledged mode, the normal setting is aatmect. If single connect is selected,
then the destination address is normally contrdhethe host device using AT commands.

Note that the auto connect or single connect sgtias no effect on the RS485 port
- itis always auto connect.

You can enter the destination address for the Rp28&2n the same way as described above
for the RS485 port.
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In this example, the destination port is the RS282 on unit 15, via repeater 31.

455U Configuration Utility

File  Communication  Help

b || ] 2 |

Operating Mode | Mode Seltings
rdnacknowledged Mode——
¢ Auta Connect Sptem Address |5853 vl :

" Single Connect Unit &ddress |1 37 :

Acknowledged Mode———
£ Auto Connect Master

= Auto Connect Slave

£~ Single Connect

Routng 7 | i
. . . ) ) . , 20 3115
Uit Uit Uit Uit Uit Lt Uit Part
R5485 path
3 =[5 = - ¥ = ¥ ~|[Rs232 =
| | e = |z )y e
Concel_| i
rRepeater Settings——————————

If using AT commands:

« Auto connect is set by selecting Unacknowledgeder(@d &MO0) and fixed line mode
(AT&L1) and by configuring a destination addresw®iauto dial location 0 (AT&ZO0).

* Single connect is set by selecting Unacknowledgeder{AT&MO) and deselecting fixed
line mode (AT&LO). In this mode, the modem with gp command mode as soon as it is
powered up. The RS232 port will print the messd@kK™and wait for commands. The
host software chooses which remote module to cordigy issuing a dial command
(ATD). As soon as the Dial command is issued, tioe@m will issue a “Connect”
message and go on-line. This will be indicatedngyltINK LED going green. All
messages received at the RS-232 serial port ar¢ostite dialed address. Use the wildcard
address (0 or 128) to send messages to multipts umihe system.

3.5.3 Unacknowledged mode Repeaters

Every 455U-D module automatically acts as a repdsténcluding its address in the address
list.

For example, if unit 31 receives a message withiess <31,15>, it will repeat the message
onto unit 15. Unit 31 will not output the messageits serial ports.

If you are using repeaters for broadcast messagge, must be taken.
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Broadcast Network

You may want a multi-hop network to broadcast mgssa This takes some care at the
repeater nodes to ensure that individual repedterst repeat messages that they have
already repeated, and also to avoid a “end-naglegiving the same message multiple times.

Note -Before deciding to implement a multi-hop broadeeettivork, check the section below
on Optimum Path Routing. If your communication uskxslbus, DF1, or DNP3 protocols,
OPR may be a better way to implement your network.

You can set up a broadcast network

by using address strings of the form R I x|
<0,0,0> etc. That iS, the destinatior Urit it Uit Uit it Unit Uit Port
address is the wildcard 0 and the |0 =|jo  ~jo = =l =l =l =zl|rse ~|
repeater addresses are the wildcard = cacel |

Consider the following network:

This network has a maximum of three “hops” - ¢aah the most remote units, there needs to
be three transmissions or hops. Unit 1 needsansinit with address <0,0,0> - thatis, three
hops.
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The first ring of repeaters (units 14 and 15) need to be configured as below:

The “Repeat Messages to address 0” box is selezt@tbw these units to repeat the
broadcast messages on.

The “Copy Messages ... serial port” box is seletteplass any broadcast radio messages
it receives to its host device.

The “Hops” box indicates the number of hops thatrttessage has to go through before
this unit will repeat the broadcast message. Ehis prevent units repeating messages in
the wrong sequence. In this case, “Hops” is@ét t repeater after the first hop.

Note that the address path for return messagek>is <

FIRST REPEATER SECOND REPEATER

1 Mode Settings
Sytem Address Im 524.575
Unit Address H aTEl
RS232 path
20 |1
R5485 path

Z3 ||
Repeater Settings—————————

v Repeat Mezsages o address 0

v Copy Messages to addresz 0
out serial port

Hops |1 37

1 Mode Settings

Sutem Address mopy = 324525

Uit Address |21 3, ATEL
RS 232 path

0 f141

RS 485 path

Z3 I
Repeater Settings————————

¥ Fepeat Messages to addiess 0

Copy Messages to address 0
out zerial port

Hops |2 3'

LAST UNIT
71 Mode Settings
Sytem Address |5353 3’ 524-525
Urit &ddress ISE 3, ATEU
R5232 path
2021141
R 5485 path

23|

Repeater Settings—————————

[~ Fepeat Messages to address

Copy Mezsages to address 0
out serial part

Hops Iﬂ

The second ring of repeatergunits 21 and 22) need to be configured as above:

The “Hops” box is setto 2 - repeater after theomnd hop. If unit 21 hears a weak
message from unit 1 on the first hop, it will n@peat it.

Note that the address path for return messagestid x.

The last ring of units (units 36 and 37) need to be configuredtasre:

The “Repeat Messages to address 0” box is nottedl@as these units are not required to
act as repeaters..

The “Copy Messages ... serial port” box is selectepdss any broadcast radio messages
it receives to its host device.

The “Hops” box is set to 3 - this means thatilt @nly accept messages on the third
hop. If it hears a weak message transmitted froitnluor 14, it will ignore it.
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Note that the address path for return messagexlid 4,1>.

3.5.4 Multiple Transmissions

Units in Unacknowledged mode may be configurecetadseach message multiple times. The
number of transmissions is configured in S-RegiS&3. The receiving unit will detect repeat
messages and only send the data out the seriabpoet

3.6 Radio and Serial Configuration

3.6.1 Radio Data Rate

Select the “Radio” tab and select the radio dawdich you want to use. Note that modules
will only communicate with each other if they hathie same radio data rate.

3.6.2 Serial Port Settings

Select the “RS232” or “RS485” tabs. The serial gettings should be selected to match the
host device. Different port settings may be selgdéor different modules in the same system.

Serial data rate can be selected between 600 ah8QBbaud. If the serial rate is less than
the radio data rate, the 455U-D will automaticakly transmission delay parameters in
registers S18 and S19 (refer section 1.5.1). Tabtksthis, set the S18 and S19 values to zero
in the RS232 Serial configuration window. For BR®485 port, registers S20 and S21 are
used.

The number of Data Bits can be selected as 7 @& number of stop bits can be 1 or 2.
Parity can be none, even or odd.

PLC-Mode

Refer to Section 1 of this manual for an explamatbPLC-Mode. This mode is a enabled by
default however may be disabled individually fog RS485 and RS232 ports.

If the radio or serial rate is changed, select “Realculate Threshold and Timeout”
under the RS232 or RS485 window.

Flow Control

“Flow control” affects the use of the CTS and RTghals on the RS232 port. These signals
can be used to prevent overflow of the input bufieoutput buffer of the 455U-D. The
settings should be selected to match the host eleVite options for this setting are :

* “None” - The RTS signal from the host is ignored éine 455U-D sets the CTS signal
always on.

= “CTS/RTS” - input buffer flow control - the 455U-Will reset the CTS signal when its
input buffer is full
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= “XON / XOFF” the modem uses the XON and XOFF symsliol control flow of data.
This protocol should not be used with raw binartadas the raw data may contain the
XON and XOFF characters. This flow control methedmnly suitable for use with ASCII
data.

3.6.3 Other Settings
Select the “Modem” tab:

CRC Error Checking for transmitted messages

It is normal for error checking to be disabled tbracknowledged mode and enabled for
Acknowledged. However you can select either forexzimode, and separately select for the
RS-232 port and the RS485 port. The modem is avahle to receive messages both with
and without error checking, so different modemthasystem may be configured with
different error checking options.

Security Encryption
Data Encryption may be set to:

= “Disabled” setting allows the modem to receive beticrypted and unencrypted messages,
but the modem will only transmit unencrypted messag

= “Enabled on TX” causes the modem to transmit erterypessages and to receive both
encrypted and unencrypted messages.

= “Forced on RX” causes the modem to transmit enexypbtessages and only accept
messages which are encrypted.

Note that the encryption keys must be set up ih eamdem to the same values to allow the
modem to decrypt encrypted data correctly. If inecrencryption keys are entered, the data
will be forwarded out the correct port, but willtme correctly decrypted at the receiver. To
set the security key, connect to the modem lo@ally use the configuration software, or using
AT commands, enter the command AT#S. Note thasdlearity key can not be changed
remotely.

DTR Control
The DTR signal on the RS232 port can be used fterdint functions.
= “Ignore DTR” - the DTR signal does not perform dagction

» “Command Mode” - if the host resets DTR, the 455WHl go into command mode -
when DTR is activated, the module will revert teloe mode

» “Command Mode, Disconnect” - as above except thamodule will also force a
disconnection of the communications link

= “Low Power, Disconnect” - when the host resets Difie,module will disconnect the link
and go to low power mode. If you select the “Lo@wer” option in the Acknowledged
mode page, this selection of DTR will be automéiffamade - refer to the “Low Power
Mode” section of this manual.
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DCD Control

The DCD signal on the RS232 port can be used ® givindication of communications link
status in Acknowledged mode. Note that the linkligays connected in unacknowledged
mode.

= “Always On” - the 455U-D sets the DCD to be always

= “Only High When Connected” - the DCD signal will ba when the link is connected and
off when the link is reset

= “Pulse Low on Disconnect” - the DCD signal will bermally on but will switch off
momentarily (for 0.5 sec) when the link is reset.

Packet Size (bytes)

This selects the maximum number of bytes which belitransmitted in one message. If more
than this number of bytes is input into the 455Ud2n the module will transmit more than
one message.

The default value is 1020 bytes which is the largasket value. If you are operating in a
noisy radio environment, then the system may beerradiable if you reduce the maximum
packet size and transmit a larger number of smafisages rather than a lesser number of
large messages.

Packet size is configured via S-Register S14. Hhaevin S14 is multiplied by four to get the
maximum packet size.

Transmit and Receive Hold-off delay times

A “transmit delay” time and a “receive delay” tiro@n be configured. These parameters may be
used to fine tune and give priority to differenBdBD units in a system.

* Transmit delay - S16. After each message ismngited, a 455U-D unit will not transmit
another message during the transmit delay timés dduld be used to allow a reply message
to be received before the next message is sent.

* Delaytime - S17. After a message is receivaedessage will not be transmitted during the
receive delay time. This could be used to delaply message until other messages have
been sent.

3.7 Acknowledged Mode

Refer to section 1.3. There are several configamatfor Acknowledged mode:

3.7.1 Auto-Connect Acknowledged mode

Auto-connect mode is similar to “fixed line” modeperation. The master unit wants to
connect to only one slave address. Normally theeshddress is preconfigured. On power up,
the master unit continuously tries to connect todlave address. The slave unit, on power up,
does not try to connect but waits for a connectsags. Once a connection is made, the DCD
status at both ends is set and data can be treetsfareither direction.
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If there is no data transfer within the preconfegliflink check” time, the master will send an
empty data message to check the communications link

The connection will be broken if a communicatioituige occurs, or if the local or remote
hosts issues a “disconnect” AT command (althoughwiould be unusual for this mode).
When the master is disconnected, it will continlptry to connect to its auto-connect

address. TR

Up to six repeater addresses may Fie Communication  Help
be configured as part of the auto- ||| «@[+a|E w2 |
connect address. That is, up to 6

intermediate modules can act as ‘QUP:;EE:EWES;;E Made Settings

repeaters between the master and  uto Conmmst Sytem Address EE:
slave modules. ¢ Single Connect - g A
Auto-Connect Master Acgkniﬁltzdgz:nh:;d m Lik Check Time ot [10 3] S6

At the master unit, you need to @ o s e Sl Inactiviy Tmeout — [50 3] ATAT
enter the address of the slave. " Single Connect

Select the “RS232 Path” section.. | | [ HestFretecolMode™==""2 || " R5232 path

Up to six repeater addresses may | || © UssHestFretocsl 20 [52

be entered. Repeater modules [Modbus Master ] RS485 path

may be configured in either I x|
Acknowledged or Unt  Unit  Urit  Unt  Ust  Unst  Unt Pt
unacknowledged mode, but = =F = = =2 =3 =2 ZdF=a
they must have the same
System address. ﬂl i

The repeater addresses are entered in order femalster - that is, the leftmost address is the
first repeater after the master.

If you enter a “Link Check Time”, then the masteit will send a “check message” if the
check time has elapsed without any data transnmissigor example, if you enter 10 seconds,
then if there is a 10 second period without a tfat@asmission, then the master module will
transmit a check message. If the slave does kabadedge, then the master will transmit the
check message up to five times (Configurable v&0%- If there is still no ACK, then the
master will reset the link (DCD reset). A value

of zero disables this function. B 2| =10 x]

You can enter address structures for four slave

— addresses “Z0” to “Z3". However the host = | R5485 | SRegisters | Configuration Settings
must use AT commands to select which slave RacioStets | Racio  Madem | 5232
required. Without the use of AT commands, tt General Routing |

master will only attempt to connect to the Stored Murbers

address configured in “Z0". 0 [z52

The Z0 to Z3 addresses can be configured by |
selecting the “Modem” tag and then the “ |
“Routing” tab. 3 |
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Z3 stores the address that RS-485 messages aite.sent
Auto-Connect Slave

The only configuration required fo R T A—

. Fil=  Communication Help
a auto-connect slave module is to

enter its unit address. 0| | = [ 40 & 7 |
It's address path will be ~Operating Mode | ~Mode Settings

H ~Unacknowledged Mode—
Connect meesage from the maste ||| CAker=: || samsw [ ] s
Unit. ™ Single Connect Unit Address Iﬂ ATeU

rAcknowledged Mode—————

If you enter an “Inactivity (" Auto Connect Master Link Check Time out [10~ 3] S8
Timeout” value, then the 455U-D @ Auto Connect Slave Insclivy Timeout — [60 3] ATVT
will automatically reset the link if @ SIS
there has been no data Host Protocol Mode——— || R5232 path
transmissions within this time. If ® 20 |
you use the link check feature at [Madbus Master ] RS485 path
the master unit, you should enter : — 23 |
an “Inactivity Timeout” value to | pECemminesten:

reset the link at the slave unit.

It is a good idea to use these timers as it prevadeigher level of security for the
Acknowledged mode system. Normally a link cheoketiwill be entered at the master unit
(for example, 10 seconds), and a inactivity timemilitbe entered at the slave unit (for
example, 15 seconds). It is important that thetiaig timeout is greater than the link check
time.

A value of zero disables these parameters.

3.7.2 Single-Connect Acknowledged mode

Single-connect is similar to a dial-up telephoneadera. In this mode, the module will attempt
to connect to a destination address once. A heaste will issue a connect “dial” (ATD)
command, and the module will send a connect medsage destination address. If the
destination module responds, then the link is cotateand the unit goes online. The DCD
status is set (LINK LED comes on, DCD signal an@Bignal turn on if configured). If the
destination module does not respond, then theiimg modem will re-try (up to the number
configured in S-Register S7). If there is no regaithe link is not established and no data can
be transferred. The module will not attempt teretect again until it receives another
connect command from its host.

The link is normally disconnected by the host isgua disconnect or “hang-up ATH

command. In this mode, it is normal for a hostdaanect and disconnect to several slave
modules using AT commands. A common example i€ a®&ling several analyzers or
dataloggers. The PC connects to a remote statieraba time, transfers data, disconnects and
connects to the next station.

Up to six repeater addresses may be configuredra®pthe remote address. That is, up to 6
intermediate modules can act as repeaters betlWweendster and slave modules.
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The RS232 DTR signal can be configured to act@dis@nnect signal. If so configured
(AT&D), the DTR signal will force a hang-up (DCDse&t) if the host device resets the DTR
signal.

In single-connect Acknowledged mode, the host devicse AT commands to select
destination addresses to connect to. Normallyitg configuration required is a unit
address.

3.8 Dual Redundant Standby

Two 455U-D units can be connected together in adubindant-standby arrangement. One
unit configured as a Primary is normally activeyd ahe Secondary unit is inactive. If the
Primary detects an internal fault or operating peoly then the Primary unit becomes inactive
and the Secondary becomes active.

Dual Redundant Standby mode is implemented in Farawersions 3.00 and later.
The trigger conditions for a change-over are:

¢ Complete failure of the active 455U - power feglu CPU failure;

¢ Loss of radio communications - radio “comms-fail”;

¢ Fault detected by internal diagnostics - overgerature, antenna fault (high SWR),
frequency failed-to-lock, or transmitter PTT tinugo

¢ Operator request via configuration.

To prevent change-over during short term trandeauit conditions, the trigger condition
must be present for a time period before the chan
over occurs (“dual redundant delay time”, register scicss U ating 0060316435 _ DD
S11). If the primary unit changes over to the
secondary unit, the secondary unit remains as the
active unit until it detects a fault, or untiistforced anizd ConfigPort | Coml
to change by manual configuration.

Fiadio Stats | Radio | Duty Cycle | Modem | RS232 |

The inactive unit continues to operate, and can 2 | F35| 8 fess| ConfSetings DI Redundancy

receive messages via the radio and data ports. Digial 0
However it is disabled from transmitting messages LA L
on the radio and RS485 ports - it can transmit " Communication Lirk State
messages on the RS232 port. _

" Dwal Redundant Primary
Both the primary and standby units should have th Force Standby
same configuration except for the Redundancy .| DualRedundant Secondary
setting. The redundancy setting can be configurec Force Standby

from the "DIO Redundancy” tab, which also display-|
the current redundancy status.
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If using Hayes commands, Dual Redundancy is sethd AT#0O command (“set output
function”).

¢ to force a changeover from primary to secondary,amsnmand AT#O5.
¢ to force a changeover from secondary to primany,thbe command AT#O6.
¢ the status of the Dual Redundant system is disglayeegister S33.

S33 Value Dual Redundant State

2 Active Primary

3 Active Secondary

4 Active Primary — no secondary detected
5 Inactive Primary

6 Inactive Secondary

I/O LED indication for Dual Redundancy operation

The I/0 LEDs on the two modules indicate the stafute dual redundancy operation. The
LEDs should flash in synchronization. If they dd,ntbe wire connecting the DIO of the two
modules may be disconnected.

LED Sequence Redundancy Status

1% seconds on, % second off. Normal operatiomdasi is active, Secondary is
inactive but functional

1 second on, 1 second off Secondary Fault. Primsaagtive, Secondary is
inactive and has a fault

1 second on, 2 seconds off Secondary is actiu@aPy is inactive and has a faul

Always On Hardware fault on I/O Circuit or modditeult.
Disconnect wire to determine which module is
functional.
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3.9 Low Power Mode

The modem can be configured for low power shutdesvan the DTR signal on the data
RS232 port is “reset”. In this state the supplyrent is reduced to approx 50% of normal load,
and the modem will not receive or transmit radicsages.

When in low-power shutdown mode, the OK Led flashesed-green at a 2Hz rate
(red 400 msec, green 100 msec).

This is configured in the Modem/General screenyusing 2l =10l x|
the AT&D Hayes command (AT&D3 to enable). .

The use of this low power operation may be appleab
remote locations where there is a limited powepgupuch = Rs#5 | sRegisters | Confiouration Setings
as solar panels. In this situation, the DTR sidrmah the Rodosiats | Rodo  MHoden | psz32
host device is used to “wake-up” the 455U-D unkteT

General | Floutingl Other I

455U-D unit will then operate normally until the BT bt e e
signal is reset by the host device. ™ Remaiehcesss 52 Passcrd |

In addition, the modem will go to low power modétié et MR =

12V supply becomes too low. This feature is desilgior
battery backup use. The 455U monitors its bagapply,
and if the battery voltage falls below 10.7 voltis fnore

than 5 seconds, the modem goes to low-power shutdow .. lgnare

state. The battery supply must rise back above \idltg oo ard ot comman
before the modem will exit low-power shutdown mode.

AES Key | SystemStringl

DCD JHIGH on conrect LOW o = |

If the modem shuts down because of low voltagesréing
DTR at the RS-232 port will not cause the unitw@ke”.

The unit can be forced to normal operation from mwer
shutdown by plugging a configuration cable to tf@N\EIG |
port (with DTR line connected).

3.10 Optimum Path Routing

Optimum Path Routing (OPR) provides support forowgs host protocols. This mode uses
knowledge of the host frame format to ensure tHatl packet of information is sent over the
radio in a single transmission. The host messagramined, and the destination address is
extracted from the message. This is used to looteprotocol routing paths (AT&P
command configure these routing paths).

Optimum Path routing is available in firmware versB.00 and later.
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To use OPR, select “Use Host Protocol” ii
the “Operating Mode” section of the Host Pratocol Made Paths
configuration screen. Select the host % Use Host Protocal

protocol type in the drop-down box below.
(Modbus ASCII or RTU, DF1 or DNP3).

DF1 -

Maodbuz RTU
| W odbug A5CH

Path Configuration

When “Use Host Protocol” is selected, yo!
can click the “Paths” button to access the

routing paths configuration. Routing paths allow yo enter the path through the network to
use when the matching host protocol address ist@etas the destination address in the host
protocol frame. The following example will send s@ges to protocol address 1 to the
modem with address 11, via modem 10 as a storéoandrd. Messages to address 12 are
sent to modem address 12, using modems 10 andstaérasand forward. Messages to
protocol address 13 are sent directly to the mod@maddress 13.

Routing Paths
Path | Protocaol Addr L it Lt LI nit L rit Lhit LInit Lnit Part
1 1 10 11 RS232
1 12 10 11 12 RS232
2 13 13 RS5232

Configuring for Modbus Protocol (RTU or ASCII)

With Modbus protocol, the master station does avthan address. This means that for each
remote, you need to configure a path back to th&enatation which uses the remote’s own
address as the Protocol address.

At the master station, you must configure a pathatch remote station, using the address of
the remote station as the protocol address.

Modbus RTU Protocol

When configured for Modbus RTU Protcol, the modgmores the configured Rx Timeout
value, and sets it to the correct value for the lmsdRTU protocol.

Modbus ASCII protocol

The correct value for serial timeout in the Mod&&CII protocol is 1 second, hower, this is
normally too long. Setting the serial timeout valo® causes the actual serial timeout to be 1
second. Otherwise, the configured value is useteddnyour application requires the 1 second
serial timeout, select PLC mode to set a good viauserial timeout.

DF1 protocol

The 455U works with DF1 Half Duplex protocol. SoDE1 Half Duplex frames are only sent
from a slave to a master. These frames do notdeciudestination address. For DF1 protocol
to work, the DF1 Half-Duplex master must be confeguwith address 0. (This is normally the
case).
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DNP3

The end of the DNP protocol frame is indicated Ipeeod of no data transmission equal to
the configured timeout for that serial port (Configd in S19 for the RS232 port and in S21
for the RS485 port).

3.11 Advanced Settings - S Registers

These are parameter registers settable by AT comsramthe Configuration software to fine-
tune the operation of the 455U. In most appliceithey do not need to be changed. Refer to
Appendix C for an explanation of these parameters.

3.12 Hayes AT Commands

The 455U-D unit may be configured by a host deusiag Hayes AT commands.
Configuration may be done “off-line” by a user (wa PC terminal as the host device) or it
can be done automatically “on-line” by a host dewsach as PLC or SCADA. The AT
commands are ASCIl messages designed for use witreational telephone modems.

Before a 455U-D unit will accept Hayes commandsust be in “command” mode. The RJ-

45 configuration port is always in command modes DiB9 RS-232 port needs to be set to
command mode if the modem is currently communigathost device may force the unit to
command mode by sending a sequence of three “ésclagecters - “+++". The default

escape character is “+”, however this may be chéagét is one of the configuration
parameters. There must be a 1 second break obdfee and after the escape sequence. The
455U-D can be configured to start up in commanden(@d alternately in operating mode). It
would be normal for the modem to start up in comdnarode when used in single-connect
Acknowledged mode.

Once in configuration mode, the 455U-D unit wilcapt a string of Hayes commands, and the
configuration changes made. The changes will patdver be stored in permanent memory
(EEPROM) unless the Hayes command for recordingdiméiguration (AT&W) is sent.

When the configuration changes are made, the maedu$# be put back into its operating
mode by using the “online” Hayes comman4,TO

Commands are entered in the format ATxy, wherdect®the parameter, and y the value of
the parameter. For example, ATB2 sets the radm i@dae to 4800 baud. B selects the radio
rate parameter and 2 is the value correspondidg@0 baud.

Summary
Enter command mode <lsec break> + + + <1 sec break>
Response from 455U-D OK
Enter configuration commands ATxy
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Response from 455U-D OK
Save configuration AT&W
Exit command mode ATO

Note that some commands will automatically exit otemd mode. Several commands can be
run together, for example, ATB2&WO is the same a82 and AT&W and ATO

Prior to Configuration

Before configuring a module initially, force the chde to its factory default configuration -
either by using the DIP switch (refer section 3,10)by using the AT&F command. If you
are making a change to an existing configuratiois, $tep is not necessary.

Appendix A details all of the Hayes commands aaxply the 455U-D. The following
commands are the most common.

3.13 AT Configuration Examples

The following section describes some typical agtians and the configuration of the
modems involved.

Data Logger Network with Central Computer

In this application, the computer connects to dagber on a regular basis, and uploads
information from the logger. The logger protocokdmot support error checking, and the PC
application software is designed to work with télepe modems. The PC software issues
ATD commands to the central modem to make connegtith each logger. When it has
finished communicating with the logger, it issuasfdH command to terminate the
connection.

Central Modem configuration

AT&M1 — Configure Acknowledged Mode

AT&E1 — Enable Error checking

AT&U1 — Set unit address to 1.

Remote Modems configuration

AT&M1 — Configure Acknowledged Mode

AT&E1 — Enable Error checking

ATS0=1 — Enable Auto Answering on first attempt.

AT&U2, AT&U3, etc — Set unit address to 2, 3, 4; &ir each remote modem.

Unacknowledged mode with broadcast messages and egers.

This example demonstrates how to broadcast messages entire system using
unacknowledged mode.
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This example incorporates a single station conddacaé/laster host device (Address 1), two
repeater stations with connected slave host de(iddresses 14 and 21), and a remote
stations with a connected slave host device (AddBé3.

This example uses Auto Online mode, which routeshassages according to the path set
with the &Z0 command. The path set with &Z0 commandonfigured to broadcast to the
entire system.

The host protocol is packet based, with messageepaof up to 100 bytes. The master station
initiates all communication, and waits for a resgmfrom the slave devices.

Master Host site Modem configuration

AT&MO - Configure mode 0 — Unacknowledged mode.

AT&L1 — Go directly online at startup

AT&UL1 - Set Modem’s address to 1

AT&Z0=0,0,0 - Set all messages to go to the wildcaadress, and repeat twice
Slave Repeater station address 14

AT&MO - Configure mode 0 — Unacknowledged mode.

AT&L1 — Go directly online at startup

AT&14 - Set Modem’s address to 14

AT&Z0=1 - Set all messages to go directly to mastation, address 1.

AT&R3, AT&HL1 - Set Broadcast Repeater mode — Repelaicard messages on their
first hop, and send these messages out the sertal p

ATS17=4 — Set the receive hold-off. This ensures tihe repeated messages from the
repeaters don’t clash with responses from the tireommunicating device (address
15). This command sets the repeater to 200 mseedibl

Slave Repeater station address 21

AT&MO - Configure mode 0 — Unacknowledged mode.

AT&L1 — Go directly online at startup

AT&21 - Set Modem’s address to 21

AT&Z0=14,1 - Set all data to go through addressdlhaster station, address 1.

AT&R3, AT&H2 - Set Broadcast Repeater mode — Repelaicard messages on their
second hop and send these messages out the setial p
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3.14

ATS17=4 — Set the receive hold-off. This ensureas tihe repeated messages from the
repeaters don’t clash with responses from the tjreommunicating device (address
15). This command sets the repeater to 200 mseedibl

Slave devices Site address 36
AT&MO - Configure mode 0 — Unacknowledged mode.
AT&U36 - Set Modem'’s address to 36

AT&Z0=21,14,1 - Set all messages to go to mastdrost, address 1 via repeaters 21
and 14..

AT&R2, AT&H3 — Send wildcard messages on theirdtiop out the serial port.

Switch Configuration

Factory default configuration may be restored ®ritodem by setting the
DIL switch on the end plate to “Default” settinghi$ will not change the
configuration settings in non-volatile memory, kll set the volatile
configuration to factory default settings. Thiggivalent to entering the
command “AT&F” to the modem. To restore Factoryadgts, perform the
following

1.

2
3.
4

Set the switch to “Default” (down) position

Turn off module power
Turn module power back on

Return the switch to the up position

The module will now be configured for 19,200 bawdhenunication on the RS232 DB9 port.
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Chapter Four TROUBLESHOOTING

4.1 Power-up and Normal Operation

When power is initially connected to the 455U-D mlag the module will perform internal
diagnostics to check its functions. The followiafle details the status of the indicating LEDs
on the front panel undeormal operating conditions.

LED Indicator Condition Meaning
OK Green Normal Operation
Off Power Disconnected or Battery Over-voltage
Red Low Supply voltage or Internal Module fault
Radio RX Green flash Radio receiving data
Red flash Weak radio signal
Radio TX Flash Radio Transmitting
RS232 Yellow flash¥ RS232 Serial Port Activity (Older version Hardware) 1
Orange flash RS-232 port receiving and transmitting simultaneously
Red flash RS232 serial port transmitting data to host device
Green flash RS232 serial port receiving data from host device
RS485 Yellow flash¥ RS485 Serial Port Activity (Older version Hardware) 1
Orange flash RS-485 port receiving and transmitting
Red flash RS485 serial port transmitting data to host device
Green flash RS485 serial port receiving data from host device
DCD Green Modem is Online and ready to send data.
Red Modem is Online but Currently in Command Mode
Off Communications failure or data connection not established

t Hardware version 1.5 and later has extended LLEDtionality, providing red & green
indication on the serial LEDs. Earlier hardwaregsap single-color (yellow) serial LEDs.
Check hardware version using ATI5 command.
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4.2 LED indication Diagnostics Chart
INDICATOR CONDITION MEANING
OK LED OFF Continuously e Power supply failure

» Battery Supply Overvoltage
OK LED RED Briefly * Module Out of buffer memory (Host device ignores

CTS)

* Low Supply Current during transmit (Modem resets)

OK LED RED Continuously — » CPU Failure
from startup

* Radio module fault.

» Low Supply Voltage (< 7V)

e Corrupted Configuration file
OK LED RED Turns red after * CPU Failure

startup

» Low Supply Voltage (< 7V)

OK LED FLASHING

Flashes
red/green twice
per second

* Low Supply Voltage (< 10.7V)

* Modem is in low power mode — DTR control.

OK LED GREEN

Continuously

» Normal Operation

Radio TX LED ON

Flashes briefly

* Radio transmitting

Radio RX LED GREEN | flashes » Radio receiving data

Radio RX LED RED flash » Radio Receiving data - Weak radio signal
Baud Setting Signal Strength
BO Less than -111 dBm
B1 Less than -108 dBm
B2 Less than -105 dBm
B3 Less than -100 dBm

RS232 LED ON

Orange flash

RS-232 port receiving and transmitting simultaneously

Red flash RS232 serial port transmitting data to host device
Green flash RS232 serial port receiving data from host device
Orange flasht RS232 Serial Port Activity (Older version Hardware) 1

RS485 LED ON

Orange flash

RS-485 port receiving and transmitting

Red flash

RS485 serial port transmitting data to host device

Green flash

RS485 serial port receiving data from host device
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Orange flasht RS485 Serial Port Activity (Older version Hardware) T

DCD LED OFF Continuously » No Radio Link established.
DCD LED GREEN Continuously e Modem is online & ready to transmit.
* In Acknowledged mode, a radio link has been
established.
DCD LED RED Continuously * Modem is in Command mode, but has a radio link
established.

* Must send “Online” command (ATO) to modem
before communicating to other modems.

t Hardware version 1.5 and later has extended lLEBtionality, providing red & green
indication on the serial LEDs. Earlier hardwaresp single-color (yellow) serial LEDs.
Check hardware version using ATI5 command.

The green OK LED on the front panel indicates atroperation of the unit. This LED becomes
red on failure as described above. When the OK hEfbmes red shutdown state is indicated.
On processor failure, or on failure during stadiggnostics, the unit shuts down, and remains in
shutdown until the fault is rectified.

4.3 Operating Problems

Most operating problems relate to an inadequate f@ath, or radio interference. Before
installing a system, bench test the complete Bysigh the 455U-D units near each other.
This test eliminates the radio path or interferem&a factor, and ensures that the system will
operate in the way that you want. It is not neagst® connect antennas, however a small
length of wire should be inserted into the middle gf the coaxial connector - this will act as
an antenna.

If the bench test does not give adequate perforeydhen you need to adjust the configuration
parameters. We recommend that you do not instalsystem until you are happy with the
bench test performance.

If a system gives poor performance after it isallst, check the adequacy of the radio path -
refer to the Diagnostics Section 4.4.

Interference will only cause a problem if the aryale of the interference is comparable to the
radio signal from the 455U-D units. If the intedace level is relatively small, then it will not
affect the performance of the system. If intenfieeeis causing a problem, try to improve the
normal radio level by mounting the antennas higinen a better location. This not always
possible.

System performance may be improved by changingplleving parameters :-
e If in unacknowledged mode, try Acknowledged mode.
» If configured for a radio data rate of 9600 bits/seduce the rate to 4800 bits/sec.
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Another common problem is the response time ohtis software. Some hosts operate by
sending a message from one end and require a Espmthat message within a certain time.
If this time is less than the turn-around timehs tadio modem, then the system will not
operate. It may be possible to lengthen the resptime in the host software.

4.4 Test Functions

4.4.1 Bit Error Ratio Test (BER)

BER may be tested from the Configuration prograrfran a terminal using AT commands.

Using Configuration Program

To carry out a BER test, follow the instructionssgction 3.4 to associate with a remote
modem.

Note that host devices should have communicatiansgd during the BER test .

Right-click on the “connection” in the left-hand me and select “BER”. The local modem
will repeatedly send pseudo-random frames, andetteving unit will check these frames for
errors. The receiving unit returns a response ngessaicating how many (if any) errors were
found. Each test takes approx 1 second, which snéenresults will be updated every
second.

Test the sequence number of the last received pseudimmradata frame

Errors the number of bit errors in the last received frame

Extra any extra characters at the end of the frame (ivegatimbers indicate frame
dropped out early)

Level the RSSI level when the frame was received.

TotErr the total errors received during this test.

TotMissed the number of missed frames during this test
TotTest the total number of bits sent (in 1000’s)
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Using AT Commands

BER may be tested by typing AT#B (Slave Addredd)e sending unit will repeatedly send
pseudo-random frames, and the receiving unit Wwidlak these frames for errors. The
receiving unit returns a response message indgatmw many (if any) errors were found. The
test results are displayed on the sending unittesbCommunication to slave station 13, enter
AT#B13. To test slave station 14 using station 42 aepeater, AT#B13,14 etc.

An example of the sending unit’s display is here.

Test Errors Extra Level TotErr TotMissed TotTest
109 0 0 -77dBm 3 0 109 kbit

Occasionally during testing, the following may hspiayed:

Test Errors Extra Level TotErr TotTest
No Response

This indicated that either the request to the nedpy device, or the response from that
device, was lost during transmission. lost daenfs do not contribute to the bit errors,
which are calculated only on the 1,000 bit frame.

The BER test will automatically end if a test tilmes been entered at S8 register (refer
Appendix A). If S8 has a zero value (default), inger is inactive and the BER test will
continue until manually stopped.

When using directional antennas (YAGI antennas) fémture may be used to align the
antenna in the correct direction by selecting thakpsignal level when moving the antenna.
Begin the BER test (AT#Bxxxx), and observe the algitrength indication (Level) while
adjusting the orientation of the antenna. A peagigmal level indicates optimum orientation
of the antenna.

4.4.2 Other Radio Testing - AT&Tx

To aid in the checking and setup of the 455U-D,uhégnostic functions are provided using
the standard Hayes AT commands. To perform ths,tgsti will need a terminal (PC + hyper-
terminal) set-up to match the module (same charagie and serial speed). Use a RS232
cable as per section 2.4 - refer to section 28.4etting up the PC COM port.

The table below outlines the functions of the vasitests:

AT&T Radio Self Tests. Allows in-field diagnostiasnd factory testing.
&TO0 Stop Tone Reversals.
&T1 Tone Reversals — 200 HZ modulation
&T2 Tone Reversals — 2400 HZ modulation
&T3 Tone Reversals — No modulation
&T4 Random Tone Reversals. Generates pseudo raddtarand sends out radio.
&T5 RSSI Measurement. Monitors the received sigtr@ngth, and displays in dBm
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Most radio tests are carried out using the AT& T & this is the easiest to accomplish.
AT&TS5 - Received Signal Strength Display

This option provides for testing the radio pathaestn two 455U-D units. Although a pair of
units may communicate successfully, radio commuiticanay be affected by a range of
influences, including atmospheric conditions, chagdandscape, degradation of antennas or
co-axial cable, low battery voltage etc. Fade nmargan indication of how far a radio path
can deteriorate before reliable communication bexsounreliable.

When using this feature, the current value of deeived signal strength is displayed in dBm
(decibels referenced to 1 mW). This value is uptlateery half second. To check the radio
path between two units, Use the AT#B command tekkige signal strength between two
modules. Next, measure the background noise bgtselehe AT&T5 command and reading
the value from the terminal. For reliable openativith a safe margin for changes in the radio
path, the received signal should be better thafolleving margins:

Radio Baud Rate Margin above Noise Minimum Vghim)
9600 10 -95
4800 10 -105

AT\S Radio Statistics

The AT\S command returns useful statistics on ra@eration, which modems can be heard
from a particular modem, and how good the sigmahsfth is from each modem.

AT\S Radio Statistics
\S Display stats including last received signarsgth from all module
addresses — 1 — 127 (only modules that have beeiveel are
displayed).

1 Rssi: -98dBm Rx: 95 Fwd: 0 Err: 72 Last: 0d03h18m

Stats are: Last Received signal strength, Numbbtesisages Received
from this address, Number of messages Forwarded thes address,
and Number of received messages with errors frasratidress. Also
indicates the time since last received a messagethis address.

\Snn Display Stats for remote number nn only

4.4.3 On-line diagnostics

Diagnostic values may be read by the 455U Conftgurgrogram or by a host device, using AT
commands. These values include the radio sigreadgth of the last message received (ATS9?)
and the reason for the communication link resettilycknowledged mode (ATS12?) - refer
Appendix C.

Diagnostic registers are :
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S-Register |Meaning

S9 Radio signal strength of last radio message received
S12 Reason for radio link resetting in Acknowledged mode - refer App C for codes.
S31 Radio Flags, 0 for All OK, Otherwise some Radio faults. The fault code is generating

by adding the following numbers:

1 indicates Radio shutdown from over-temperature
2 indicates Radio shutdown due to PTT Timeout

4 indicates radio Phase-Locked-Loop failed to lock

8 indicates SWR fault (Antenna missing or faulty)

S32 Module Temperature (Subtract 50 to get temp in deg C)

S33 State of Digital I/O point or status of Dual Redundancy system
S34 Battery Input VVoltage (Units 0.1Volt)

S35 Supply Input Voltage (Units 0.1Volt) (0-25.5 Volts)

The diagnostic information can be viewed usingctiguration program while the 455U-D is
online, by connecting via the secondary RJ45 R$%i28R2

The information is displayed under the “Radio St&tb on the right-hand side and the
information refreshed (read from the connected r&)dwy selecting the “Reload Radio
Statistics” icon on the Toolbar.
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455U Configuration Ukility Jhca e ] 1
File Communication Tools Help
B e || «)EE w2 |
4
todem Connections ZI‘]SBHE"Q T‘;ded . Mode Setting RS5485 I S Registers I Configuration Settings
EJ- System | nacenowedged Mode Riadio Stats Radio Modem R5232
w ¢ Auto Online Sytem Address Iu 37 524-525 I I
nit 11 = &
& Uit 1 * Single Connect Urit Address |5 ﬂv ATEL —Piadio 5 tatistic:
Urit 19 —acknowledged Mode————
L Unit10 ™ Auto Dial Digital 140 OFF
™ Auto Answer Tiawm 40°C
" Single Cornect
Alarms Mo Alarms
RS5232 path
0 Battery Woltage 0%
Refresh [11
Supply Yoltage 0%
R5485 path
| 3 I-I 39 Receive level 0
Serial Communications
Fepeater Sefting:
[~ Repeat Messages to address 0
Copy Mezzages to addresz 0
out senal port
H . . . .
s fo 3 Diagnostics information
ConfigPort | Comb | sn.oooososzsat | Units | ‘

To carry out a radio path test, you will need tvi®d modules. One module will be “fixed”
and the other “mobile”. Both units will need poveeipplies and antennas. The power supply
for the mobile unit is normally a 12V battery, looéke sure that the battery is fully charged -
batteries with low voltage will lead to low radioywer which will affect the test result.

The object of the test is to determine whetheraadiths are reliable, marginal or unreliable.
A reliable path will have a margin of at least 10alibve the minimum required signal level in
good weather - this margin is enough to ensurethigaradio path remains reliable in poor
conditions, and with changes in antennas and emwviemt over time. A marginal path will
work reliably in good conditions, however may f@ilring poor conditions or if the landscape
changes over time. A margin of 10 dB is recommerated safe minimum.

Set up as per section 4.4.1 to carry out a BER test
Procedure:

o Configure the modules on the bench to communicéteeach other in Unacknowledged
mode.

o When the modules are close to each other, catrg BER test without any antennas
connected, to make sure that the modules will camaoate with each other.

o Set up the fixed module in one of the test pos#ienthis is normally at a control centre or
repeater site. Fix the antenna in a temporahjidas You will need to make an initial
assessment on how high the antenna should be ndbunte
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o Take the mobile module to the other end of theorgdith. The antenna at this end can be
either held by the tester, or fixed in a tempofashion. Note that a person’s body will
affect the radiation pattern of an antenna, $ldfantenna is hand-held and the test is not
successful, try again with the antenna fixed 1onaetre length of plastic pipe or timber.
The tester holds the length of pipe or timber it antenna above head height.

o Test the radio path by AT#B command, or the comgations test command in the
configuration software

o Record these measurements for comparison laterxgladmmissioning or if the system
has problems later.

If the radio path test is not successful:

1. Increasing the height of the antenna at either negdor at both modules can significantly
improve the result. Sometimes moving the anteariad side helps, if there is an obvious
obstruction in the radio path.

2. Change one or both antennas to a higher gainulaggns allow.

3. Use a shorter coaxial cable between the antennthartb5U.(this may involve moving
the 455U nearer to antenna mounting), or useferdift coaxial cable with lower loss.

4. If a reliable radio path is not possible becauseéistince or path obstructions, you will
need to consider using a repeater module. Thérnepaater is another module in the
system, in a good location to act as a repedtthislis not the case, you need to consider
installing a module to act specifically as a repeat

4.6 Changing the Radio Parameters

It is possible to change the radio Transmit andivecfrequency and the radio power setting
from the configuration software (Select the “Rad@b, and enter new values for TX Frequency
and RX Frequency). When changing the frequencyrefreote module, over the radio, take care
to change the most distant module (The modulectiramunicates through the most repeaters)
first, then change the closer modules in order.

To change the transmit and receive frequency usingommands, enter the command
ATFT=xxx.xXxxX (transmit) or ATFR=xxX.xxxx (receiveyhere xxx.xxxx is the new frequency
in MHz. The frequencies must be within the allowadge. Use the AT&V command to display
the current settings and the allowed range of &aqu

To change the power setting using AT commandsy &ité’x, where x is a number from 0 to 3,
with O corresponding to the lowest power settir@d(BiW on E455U-D-5W) and 3
corresponding to the highest power setting (5W 455&)-D-5W).

Other radio parameters are available after pressaAdvanced / Configuration” button, and
entering the correct access password. These itenpsatected to ensure that the radio is not
inadvertently mis-configured in contravention adimlicensing requirements.
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4.7 Diagnostic Messages

The modem is configured to print diagnostic message the RS-232 Configuration port. At
startup, this port displays the following messages.

Firmware ELPRO E455U Modem firmware version

Version V3.00

Configuration| Config Loaded OK | Configuration was loaded from EERRwith no
Load status fault detected

Default Config Set | Factory default configuratida Default Switch

Config Load Failed | Problem with CRC check of stbcenfiguration.
OK LED will remain RED, and configuration
should be re-programmed.

Radio Type Radio: P450L P450L radio detected (10 t@\B00 mW, 400

MHz band)

Radio: P450H P450H radio detected (0.5W to 5W, M6z
band)

Radio: P150H P150H radio detected (0.5W to 5W, Nib{x
band)

Radio: Fault No response detected from radio tsive
command.

Radio: Unknown Radio responded to version commbuadyersion

not recognized.

During normal operation, no messages will be pdrte the CONFIG port, unless the modem
detects an internal consistency error. In suctsa,dhe modem could print a message
indicating a line number and file, for example.

“Fail: 123 c:\RND\e455U-D\current\sources\hardwelre.

In this case, the module may be able to continnetioning, but you should take the
following steps.

1. Re-start the modem, and check if the error @cagain.

2. If the error continues to occur, contact ELPRPport with the message, and information
about your application.
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4.8 Dual Redundancy

Two modems can be setup to act as a dual-redupdantf one modem fails, the second
modem can take over the communications task. Otteeahodems is designated the Primary
modem, and the other is designated the secondary.

Redundancy is configured via the AT#O command. €@8igures the primary modem and
#04 configures the secondary modem.

In addition, one of the two modems will be the eutty active modem. This is normally the
primary modem, unless the primary modem detecasild, in which case the secondary
modem becomes active.

To check the state of the Dual redundant systeomncgo:

* Observe the DIO LEDs on the two modules. These L&osild be flashing together.
Refer to the following table to diagnose the flaghiLEDs (Firmware version 3.03 and

later)
Primary OK Primary Secondary OK | Secondary | System Status
LED DIO LED LED DIO LED
Green Flash ¥2 Sec Flash ¥2 Sec Red, Flash ¥2 Sec Normal Operation. Primary is active.
Off, 1% sec 1% sec Green Off, 1% sec Secondary is ready to take over
On On
Flash 1 sec Red, Flash 1 sec Red Flash 1 sec Secondary Fault. Primary is active. Secondary
1 sec Green On, 1 sec Off On, 1 sec Off may be able to take over if primary fails
completely
Flash 1 sec Red, Flash 1 sec Fast Flash (0.4 Off Secondary Low voltage shutdown. Primary is
1 sec Green On, 1 sec Off sec Red, 0.1 sec active. Secondary cannot take over if Primary
green) fails.
Flash 1 sec Red, Flash 1 sec Red Off Secondary Module Failure. Primary is active.
1 sec Green On, 1 sec Off Secondary cannot take over if Primary fails.
Flash 1 sec Red, Flash 1 sec Off Off Secondary No Power. Primary is active
1 sec Green On, 1 sec Off
Red Flash 2 sec Green Flash 2 sec Primary Fault. Seconday is active. Primary
Off, %2 sec On Off, ¥2 sec On may be able to take over if Secondary fails
completely.
Red Flash 2 sec Flash 2 sec Red, Flash 2 sec Primary Fault and Secondary Fault.

Off, %2 sec On

Y% sec Green

Off, %2 sec On

Secondary is active. Primary may be able to
take over if secondary fails completely.

Fast Flash (0.4 Off Green Flash 2 sec Primary Low voltage Shutdown. Secondary is
sec Red, 0.1 sec Off, Y2sec On | active. Primary cannot take over if Secondary
green) fails.
Fast Flash (0.4 Off Flash 2 sec Red, Flash 2 sec Primary Low Voltage Shutdown and
sec Red, 0.1 sec 1/2 sec Green Off, %2 sec On Secondary Fault. Secondary is active. Primary
green) cannot take over
Red Off Green Flash 2 sec Primary Module Failure. Secondary is active
Off, %2 sec On
Red Off Flash 2 sec Red, Flash 2 sec Primary Module Failure and Secondary Fault.
1% sec Green Off, %2 sec On Secondary is active.
Off Off Green Flash 2 sec Primary No Power. Secondary is active
Off, ¥2 sec On
Off Off Flash 2 sec Red, Flash 2 sec Primary No Power and Secondary Fault.
1% sec Green Off, %2 sec On Secondary is active.
Other Incorrect Configuration or Wiring error
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« Use the configuration port to read the status &e§ister S-33 to check the dual

redundancy status.
S33 Value Dual Redundant State
2 Active Primary
3 Active Secondary
4 Active Primary — no secondary detected
5 Inactive Primary
6 Inactive Secondary

» Use the configuration port to force a changeov@nfsecondary active to primary
active, or from primary active to secondary active.

- to force a changeover from primary to secondary,assnmand AT#O5.
- to force a changeover from secondary to primany,thbe command AT#O6.
- the status of the Dual Redundant system is disglayesgister S33.
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The following image shows the states of the dudglinelant system, the relationship to the

AT#O commands, the OK LED state, and S-registe&ei@l S11 (Firmware versions 3.03
and later).

E455U-D Dual Redundant
Control - Primary
AT#O3

Timeout (S11)
Fault cleared

No Signal from
Secondary

Secondary Responding\on

AT#05

Radio Fault or
Low Battery

No Signal from
Secondary

Flash Red-Green

With DIO LED
! Secondary Responding on
DIO

No Signal from
Secondary

Flash Red-Green
ith DIO LED

p Radio Fault or >
E455U-D Dual Redundant f=Standpy== |OW battery &
Control - Secondary ‘ i

AT#O4 E

Primary Active
Primary|Inactive Primary|Inactive after timeout
(S11)

Primary Active

Radio Fault or
Low battery

Primary Inactive
after timeout
(S11)

Primary Inactive

Fault cleared

Activity on DIC
From Primary

AT#O6

Flash Red-Green
With DIO LED
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4.8.1 Firmware versions prior to 3.03

Firmware version 3.03 introduced enhanced diagr®$ly flashing the OK LED in
synchronisation with the DIO LEDs. For firvmare siens 3.00 to 3.02, refer to the following
diagrams indicating the LED diagnostics and Rednoyatate diagrams.

LED Sequence Redundancy Status

1% seconds on, % second off. Normal operatiomdsi is active, Secondary is
inactive but functional

1 second on, 1 second off Secondary Fault. Primsaagtive, Secondary is
inactive and has a fault

1 second on, 2 seconds off Secondary is activ@aPy is inactive and has a faul

Always On Hardware fault on I/O Circuit or moddigult -
disconnect wire to determine which module is
functional.

The following image shows the states of the dudlinelant system and the relationship to the
AT#0O commands, and S-registers S33 and S11 (Firenwexrsions 3.00 to 3.02).
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E455U-D Dual Redundant
Control - Primary
AT#0O3

Get Control
S33=2

Timeout (S11)

Fault cleared

Secondary Active

Secondary Inactive
Forced

Standby
S33=5

Standby
S33=5

Secondary Inactive

Secondary Responding

Active No
Secondary
S33=4

Secondary Not Responding

Standby
S33=6

E455U-D Dual Redundant
Control - Secondary
AT#O4

Primary Active Primary Active

Force
Changeover
S33=6

Primary|Inactive
Primary Inactive after timeout

(s11)

Give Control

S$33=6 Primary Inactive

Activity From Primary
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Chapter Five SPECIFICATIONS

General
EMC specification EN 301 489 FCC Part 15
Radio specification EN 300 113 RSS-119, AS 4768.1
EN 300 220 FCC Part 90, AS4295
Housing 140 x 114 x 30mm Powder-coated, aluminum
55x4.5x 1.2 inch DIN rail mount
Terminal blocks Removable Suitable for 2.5sgmmgadge)
conductors
LED indication OK operation, Serial RX
and TX, Radio RX and
TX, DCD active
Operating Temperature -30 to +60 degrees C  Full performance
-40 to +70 degrees C Reduced performance
0 -99% RH non-
condensing
Power Supply
Normal supply 15to 30 VDC Reverse current protected.
Battery or 12V supply 11 to 15VDC Overvoltage and reverse voltage
protected. Provides Battery
charging features from main
supply.
Current Drain @ 13.5VDC 110 mA quiescent During transmission
“Low power” 30mA 450mA (<0.5W), 800mA (1W),
1.25A (2W), 2A (5W)
Radio Transceiver
Single channel synthesized, fixed band 380 —-520 MHz (In 20 MHz
12.5, 20 or 25KHz bands)
Transmit power Low power version High power version
Four levels 500mW, Four levels 5W, 2W, 1W and
100mw, 25mW and 0.5W
10mW
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Receive Sens (BER T
12.5KHz channel

Signal detect / RSSI

Expected line-of-sight range

@ 5W

Lightning surge protection

Antenna Connector
Data Serial Ports
RS232 Port

RS485 Port

Data rate (bit/sec) -
configurable

Byte format

Configuration Serial Port

RS232 Port

Diagnostics

-106 dBm
-112 dBm
-114 dBm
-116 dBm
-120 to -60 dBm

30 km @ 19200 baud
(25Khz)

35 km @ 9600 baud
(12.5Khz)

60 km @ 4800 baud

Female SMA coaxial

DB9 female DCE

2 pin terminal block

600, 1200, 2400, 4800,
9600, 14400, 19200,
28800, 31250, 38400,
57600, 76800, 93750,
115200, 187500

7 or 8 data bits

RJ45 — EIA561
OK led
Low signal receive led
CTS/RTS indication
Online / Link Status
RS232 activity
RS485 activity
Radio Transmit

RSSI measurement in
dBm

9600 Baud
4800 Baud
2400 Baud
1200 Baud

Range may be extended by up to
6 intermediate modules as
repeaters.

Internal gas dischagester

RTS/CTS/DTR/DCD hardware
signals provided

Maximum distance Km

Stop/start/parity s figurable

9600 baud, 8,n, 1

BER test
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Chapter Six WARRANTY & SERVICE

We are pleased that you have purchased this product

ELPRO products are warranted to be free from matwifilag defects for the “serviceable
lifetime” of the product. The “serviceable lifetahis limited to the availability of electronic
components. If the serviceable life is reachel@ss than three years following the original
purchase from ELPRO, ELPRO will replace the praodavith an equivalent product if an
equivalent product is available.

This warranty does not extend to:

- failures caused by the operation of the equiproatdide the particular product's
specification, or

- use of the module not in accordance with thisrB4anual, or
- abuse, misuse, neglect or damage by externatésaos

- repairs, alterations, or modifications undertakérenthan by an authorized Service
Agent.

ELPRO’s liability under this warranty is limited tbe replacement or repair of the product.
This warranty is in lieu of and exclusive of alhet warranties. This warranty does not
indemnify the purchaser of products for any consetjal claim for damages or loss of
operations or profits and ELPRO is not liable foy aonsequential damages or loss of
operations or profits resulting from the use ofsthproductsELPRO is not liable for damages,
losses, costs, injury or harm incurred as a coregexpuof any representations, warranties or
conditions made by ELPRO or its representativds/@ny other party, except as expressed
solely in this document.

Full product specifications and maintenance insimns are available from your Service
Agent, your source of purchase, or from the nmabistributor in your country upon request
and should be noted if you are in any doubt adeeibperating environment for your
equipment purchase

In the unlikely event of your purchase being fawtyur warranty extends to free repair or
replacement of the faulty unit, after its receipthee master distributor in your country. Our
warranty does not include transport or insuran@ggs relating to a warranty claim.

This warranty does not indemnify the purchasepuodducts for any consequential claim for
damages or loss of operations or profits.

Should you wish to make a warranty claim, or obsarvice, please forward the module to the
nearest authorised Service Agent along with préguochase. For details of authorised
Service Agents, contact your sales distributor.
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Appendix A Hayes Commands

The following details all of the Hayes commandspmrped by the 455U-D. Default settings
are shown by a “dot’,

Command Function

ATA Answer Incoming Call — The modem can also beg@@answer incoming calls
immediately or after a certain number of attemf{@ee S-Register S0)
ATB Set Radio Baud Rate — Radio Baud rates are, 124110, 4800, 9600 and 19200

baud. Some baud rates may not be possible for soarery codes. The baud rate
selected depends on the radio bandwidth settingN&©r AT\N1)

With Narrowband radio With wideband radio (AT\NO selected)
(AT\N1 selected)

BO Set 1200 baud Set 2400 baud

Bl Set 2400 baud Set 4800 baud

B2e Set 4800 baud Set 9600 baud

B3 Set 9600 baud Set 19200 baud

ATC Serial Baud Rate selection / Automatic Bauddagbn control ( These

commands refer to the RS-232 serial port. ATR conmueaefer to RS-485 port).

CO» Set automatic baud rate detection

C1 Set 600 baud

C2 Set 1200 baud

C3 Set 2400 baud

C4 Set 4800 baud

C5 Set 9600 baud

C6 Set 14,400 baud

C7 Set 19,200 baud

C8 Set 28,800 baud

C9 Set 31,250 baud (Foundation Fieldbus + PusfleMS)
C10 Set 38,400 baud

C11 Set 57,600 baud

C12 Set 76,800 baud

C13 Set 93,750 baud (For Profibus)
C15 Set 115,200 baud
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C16 Set 187,500 baud (For Profibus)
ATD Connection/Dialing Control. Dial a specific rete or a stored number. This
command has a different effect depending on whétl®issued from the RS-
232 main serial port (connects to the remote modes@rial ports) or from the
Diagnostic serial port (Connects to the remote mmsdiagnostic functions).
ATE Local Echo Control. Enable/Disable Command E¢lmly applies to DB9 port
RJ-45 port always has Echo enabled)
EO Disable Local Echo on DB9 serial port
Ele Enable Local Echo on DB9 serial port
ATF Set Radio Frequency
FT XXX.XXXX Set Transmit Frequency xxx.xxxx MHz etdrns ERROR if
outside radio range.
FR XXX.XXXX Set Receive Frequency xxx.xxxx MHz -tlkes ERROR if
outside radio range.
ATH Hang up/Hook control. End a call, or disableaming calls.
ATI Modem Identity / Firmware version
10e Return Modem Firmware Version - EG “ELPRO E455U372
|5 Return Full Information on modem, including senaimbers and hardware
version
ATO Go to on-line (When connection established)
ATQ Quiet mode (Suppress/enable response code4) Ra+t always has quiet mode
disabled
QO Enable response codes on DB9 serial port
Q1 Disable response codes on DB9 serial port
ATR RS-485 Serial Baud Rate selection.
R1 Set 600 baud
R2 Set 1200 baud
R3 Set 2400 baud
R4 Set 4800 baud
R5 Set 9600 baud
R6 Set 14,400 baud
R7 Set 19,200 baud
R8 Set 28,800 baud
R9 Set 31,250 baud
R10 Set 38,400 baud
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R11 Set 57,600 baud
R12 Set 76,800 baud
R13 Set 93,750 baud (For Profibus)
R14 Set 115,200 baud
R15 Set 187,500 baud (For Profibus)
ATSn? Read value from S-Register n (Refer to Appe@il
ATSn=xx Set value of S-Register n to xx (Refer fgpAndix C)
ATV Verbal/Numeric Response Codes (RJ-45 port adNes verbal responses)
VO Numeric response codes on RS-232 serial port
V1e Verbose response codes on RS-232 serial port
ATX Extended Response Codes. Allows more detadsganse codes, including
connection speed.
X0e Basic response codes only
X1 X0 + Connection Baud rate codes (CONNECT 19ZDDNNECT 57600)
X2 X1 + BUSY Message
X3 X2 + RINGING Message
ATZ Reset the modem, and re-load the configuragioned in non-volatile memory.
AT#HA Remote Configuration and Diagnostics Accesgdslo
#A0e  Disallow Remote Access
#A1 Allow Remote Access (Password required if ogunfied) (Use password
command AT#P to change password)
AT#B Perform BER (Bit Error Rate) test to specifeddress (AT#B1,2,3,4 to do BER
test to site 4 via 1, 2 and 3).
AT#C Radio Calibration Options (Can only be acedsshen #R Password entered)
#CO Calibrate Power level for Power setting 0.
#C1 Calibrate Power level for Power setting 1.
#C2 Calibrate Power level for Power setting 2.
#C3 Calibrate Power level for Power setting 3.
#C4 Calibrate Radio Frequency offset
#C5 Calibrate Radio Deviation
#C6 Calibrate Radio Modulation Balance
#C7 Calibrate Radio RSSI Using Radio TestSet
#C8 Calibrate Radio RSSI (Set default Calibratioemter actual values)
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AT#HE
#EO
#E1
#HE2

AT#N

AT#O
#00
#01
#02

AT#P

AT#R
AT#S
AT#V

AT&AXX

A WODN PP

5
ATE&BXX
O

A WODN PP

AT&C
&CO

Encryption Mode (Use security menu AT#S torgi@encryption key)
Disable security encryption
Enable security encryption on transmitted ngessa

Enable security encryption on transmitted ngessand enforce encryption on
received msgs.

Enter Module Serial Number (11 characters M@&gquires Radio Access AT#R
to change).

Control digital I/O point
Turn digital I/0O point off (And enable as apurn)
Turn digital 1/0 point on
Digital 1/0 point reflects communications link

Set the Remote Access Password. This passwastibe entered by a remote
user before accessing the module over the radsn(®A1 must be set).

Enter Radio Access Password — Enables radiomands until next reset.
Enter AES Security key.

Enter Hardware Revision (7 characters Max)Jiees Radio Access AT#R to
change).

RS-485 Serial port Character Type (Data pb&$op bits, Parity)
8 data, No parity, 1 Stop Bit

8 data, No parity, 2 Stop Bits

7 Data Bits, Even Parity, 1 Stop bit
7 Data Bits, Odd Parity, 1 Stop bit
8 Data Bits, Even Parity, 1 Stop bit
8 Data Bits, Odd Parity, 1 Stop bit
RS-232 Serial port Character Type
8 data, No parity, 1 Stop Bit

8 data, No parity, 2 Stop Bits

7 Data Bits, Even Parity, 1 Stop bit
7 Data Bits, Odd Parity, 1 Stop bit
8 Data Bits, Even Parity, 1 Stop bit
8 Data Bits, Odd Parity, 1 Stop bit
Data Carrier Detect (DCD) Control.
DCD Always on.
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&Cl1e

&C2

AT&D

&DO0-
&D1

&D?2
&D3

AT&E
&EOQe
&E1
&E?2
&E3

AT&F

AT&H

&HO-

&H1

&H?2

&H3
.. &H6
AT&K

DCD High when connected (Acknowledged Mode) or wheline
(Unacknowledged mode). Low otherwise.

DCD Always on, Pulses low on Disconnect (Ackiheaged Mode) or on Hangup
(Unacknowledged mode).

Data Terminal Ready (DTR) Behavior. The hogshtrols DTR. This command
controls how the modem reacts to the state of DTR.

Modem ignores DTR, and acts as if it is asserted.

If the host lowers DTR, the modem returns tonceand mode, but does not
disconnect.

If the host lowers DTR, the modem disconnecid geturns to command mode.

If the host lowers DTR, the modem disconnecid goes to low power mode.
Raising DTR will cause the modem to dial if theefikline settings are correct
(&L1).

CRC Error Checking

Disable CRC Error Checking

Enable CRC Error Checking for RS-232 port

Enable CRC Error Checking for RS-485 port

Enable CRC Error Checking for both RS-232 aigi485 port

Restore Factory Defaults. This function iscaéssailable from the external DIP
Switch.

Broadcast Repeater Hops Setting — Set the murabhops for a message to
activate the broadcast repeater function (AT&R).

Don’t repeat messages to the “Wildcard” addresd,dmm’t copy repeated
messages out the local serial port, regardledseoAT &R setting.

Perform the action specified by the AT&R seftiwhen the wildcard address is
the first Store&Forward address, and the messagedrapleted one hop.

Perform the action specified by the AT&R seftiwhen the wildcard address is
the second Store&Forward address, and the mesaagmmpleted two hops.

Repeat Messages when the wildcard address isithg thsixth) Store&Forward
address, and the message has completed threg{ops

RS-232 Serial port Flow Control ConfiguratioRlow control options are: none,
CTS/RTS and XON/XOFF.

In Acknowledged mode, flow control passes acroesiibdem link, as the local
buffers become full, then back to the remote hestad as the remote modem'’s
buffers become full.

No Flow control is provided on the RS-485 port.
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Hayes AT Commands

&KO-
&K1

&K2

&K3

&K4

AT&L

&LOe

&Ll

&L2

AT&M

&MO-

&M1

&M2
&M3
&M4

Flow Control Disabled. CTS Always high. Modem ige®RTS.

CTS/RTS Flow Control. CTS follows RTS high ffdre is space in the local
buffer. Otherwise CTS goes low. On Serial Trans@itS goes high, and waits
for RTS to go high before transmitting. Note: Cuathg not implemented
(Behavior is as for &K3)

CTS/RTS Flow Control. CTS Reflects the stateéhwd remote buffer, AND the
local buffer, AND the remote RTS input. The modemtydransmits serial data
when RTS is high. RTS input is transferred to #ir@ate modem. Note:
Currently not implemented (Behavior is as for &K3)

CTS/RTS Flow Control. CTS Reflects the stateha local buffer. Modem only
transmits serial data when RTS is high.

XON — XOFF Flow Control. Modem uses XON (Hexiwa 0x17) and XOFF
(Hex value 0x19) to control flow of information keten modem and host.

Fixed line Mode Control. Allows configuratiofor answer, originate, or
command mode.

Normal Mode. At power-up, the modem enters comnrmande and waits for
commands.

Fixed line mode. For Acknowledged mode, ATD@uttically dials the number
stored in Z0, ATA answers an incoming call. For tkreowledged modes, the
modem automatically goes online, and sends messagjes modem configured
in ZO.

Fixed line Answer mode. The modem continuowtgmpts to answer any
incoming call. Use DTR with the AT&D command to ¢ah the connection.
This mode is only allowed when operating in Acknesiged mode.

Operating Mode. This allows selection betwasracknowledged and,
acknowledged mode.

Unacknowledged Mode. All serial data is sent todbwefigured destination
address (In Z0 or specified in a dial command) Adknowledgement is
required, and broadcast messages are allowed fy tne wildcard address “0”.

In this mode, Messages on the RS-485 port aretlserstddress configured in
register &Z1. Messages on the RS-232 port areteghe address dialed from the
command line, or configured in the auto-dial regyigZ0.

Acknowledged mode. This mode simulates teleghmodems, with a single
connection being made to a remote modem in thersysind each message is
acknowledged before more data is sent. If no Ackedgement is received, the
message is re-transmitted.

Modbus RTU Mode.
Modbus ASCIl Mode.
DF1 Protocol
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&M5
AT&N

&NO
&N1e

AT&P

AT&R

&R0

&R1

&R2

&R3

DNP3 Protocol

Abort Connection Control. Controls whether tim@dem will abort a connection
attempt if a character is entered. This item iy amtaningful with the
acknowledged mode of operation.

Ignore characters entered while attempting &kena connection.

If a key is hit while attempting to connect, abibit connection attempt and
return to command mode.

Protocol Routing Paths — Up to 100 paths camstored. Routing paths are used
in conjunction with host protocol specific routirgp that device addresses may
be extracted from the data frame and used to dineanessage. Each path
consists of a destination address extracted frenptbtocol frame, a radio
destination address and up to 6 store and forwdadeases.

Format:
1. “AT&Pxx= a[-a]:{n,}".

“xx” = 01to 99. “a” = 0 to 65535 (depending on prool). “n” = 0 to 127,
“f” = 0 to 255. This indicates the path to send tessage. “a” is the
protocol address to match. (“a-a” indicates a rasfgeddresses) “n”
indicates a repeater address in the radio netvamidk,'f” indicates the
final address (0-127 indicates RS232 port, 128iA8Eates RS485 port)

“AT&Px=""x" = 0 to 99. Clear path number “x”
“AT&Px?". “x” = 0 to 99. Display setting for Pathx”
“AT&P?” or “AT&P” — Display all configured paths
5. “AT&P=" Clear all paths

These paths may apply to either the RS-232 pdtteoRS-485 port depending on
the modem’s operating mode

A WD

Repeater Functionality— Enable or disable e¢jpg of messages to the wildcard
addresses 0 and 128, and enable or disable seméisgpges to serial port . (Also
see AT&H command).

Don’t repeat messages to the “Wildcard” addresd,dam’t copy wildcard
messages out the local serial port..

Repeat Messages when the wildcard address is ¥teimeisited
Store&Forward address in the message, and mesaagihe the number of
hops specified by the AT&H setting.

Send a copy of the message out the local serialgn the wildcard address is
the next un-visited address in the message, andage$ias done the number of
hops specified by the AT&H setting.

Do both Actions — Forward the message and sengyaafdthe message out the
local port — when the next store & Forward addreske wildcard address and
the message has done the number of hops specifted AT&H setting.
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AT&T

&T0
&T1
&T2
&T3
&T4
&TS
AT&V

&V0
&V1
&V2
&V10
&V11
&V12
AT&U

AT&W
AT&Z

AT\B
\Bn

AT\C
\C5
\C6

AT\N
\N1

Self Tests. Allows in-field diagnostics, andctory testing. Tests time out after
the period configured in S-Register S8 (if not 2ero

Stop Tone reversals (See T1 to T4 below).

Transmit tones Modulated at 200 Hz

Transmit tones Modulated at 2400 Hz

Transmit Tones Unmodulated

Transmit Random Modulated tones at currentaddiud rate

RSSI Measurement. Monitors the received sigtr@ngth, and displays in dBm.

View Current Configuration — List the value afl settings as well as S-Registers
(except &P settings).

Same as AT&V

Only show settings that are different from thefaults.
Show all settings, including extra debug regiist
View configuration in non-volatile memory

As for V1, but configuration in non-volatileemory
As for V2, but configuration in non-volatile@mory

Set modem’s Unit Address Range 0-127. Defaulfhe Unit address is used to
identify the module in the system. It should alwhgsset to a unique number
within the modems in the system. This addresssis abed to access to the
module using the remote diagnostics protocol.

Write Current Configuration to non-volatilestge

Stored Numbers — Up to 4 stored numbers, adadgo Connect” number for
leased-line mode.

Format: “AT&Zx=nn,nn,nn,nn”. “x”* = 0to 3. “nn” = 10 127. Z0 is used for the
autoconnect number.

Z0 contains the autoconnect number for the RS282(lbd-ixed line &L1 is
selected)

Z3 contains the destination addressing for the B48t.

Generate Break signal at remote modem. (Q@uigr&ot implemented)
“n” is the break length in units of 0.1 seconds

Radio Frequency Increment (Can only be setnw#fe Password entered)
Set Radio frequency increment to 5.00 kHz.

Set Radio frequency increment to 6.25 kHz.

Radio Bandwidth (Can only be set when #R Pasdwentered)

Set Radio to 2400 HZ bandwidth.
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\NO Set Radio to 4800 HZ bandwidth.

AT\P Radio Power (Can only be set when #R Passemteied)
5 Watt Radio .500 mW Radio
\PO Set Radio to 500 mW Set Radio to 10mW
\P1 Set Radioto 1 W. Set Radio to 25 mW
\P2 Set Radioto 2 W Set Radio to 100 mW
\P3 Set Radioto 5 W. Set Radio to 500 mW
AT\K Break signal handling control(Currently not implemented)
AT\B command from Host sends break on serial Receive break from
online remote
\KO Purge Buffers & send Enter command state & purge Purge buffers and send
break buffers. Don’t send Break. break to host.
\K1 As for \KO Purge Buffers and send break As\KD
\K2 Send Break ahead of As for \KO Transfer break to host
buffered data. ahead of buffered
data.
\K3 As for \K2 Send break ahead of buffered As for \K2
data.
\K4 Queue Break behind As for \KO Queue Break behind
buffered data. buffered data.
\K5 As for \K4 Queue break behind buffered As for \K4
data.
AT\S Radio Statistics
\S Display stats including last received signarsgth from all module addresses — 1

— 127 (only modules that have been received aptayisd).

1 Rssi: -98dBm Rx: 95 Fwd: O Err: 72 Last: 0d0O3h19ml8s
Stats are: Last Received signal strength, NumbBtesisages Received from this
address, Number of messages Forwarded from thresgldand Number of

received messages with errors from this address ildicates the time since last
received a message from this address.

\Snn Display Stats for remote number nn only

AT\T Inactivity Timeout — Units Seconds. Value 0529 = Disable. If there is no
activity within this time, the modem drops the ceation. See also S Register
S6.
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Appendix B Response Codes

Response codes display the status of the moduésponse to user commands. The response
code displayed depends on the ATV setting, the A&ing and the ATQ setting. ATVO
selects numeric response codes. ATV1 selects vabpbnse codes. The ATXn command

selects extended response codes. ATQO disablesspthtnse messages. ATQ1 enables
response messages. The following table descrileam#issages. Asymbol indicates that

messages is displayed for the corresponding ATihget

Numeric | Verbal Message ATX setting Comments
Code
X0 | X1 | X2 | X3

0 OK . . . . Valid Command Entered

1 CONNECT . Connection established.
CONNECTDbaud is displayed for
X1,X2,X3

2 RING . . . . Module Received an incoming
connection request

3 NO CARRIER . . . . Connection with remote module
lost, or not initiated.

4 ERROR . . . . Invalid Hayes command entered.

BUSY . . X0, X1 display NO CARRIER

instead of BUSY

13 RINGING . X0, X1, X2 Don't display
RINGING message

5 CONNECT 1200 . . . CONNECT at 1200 baud

10 CONNECT 2400 . . . CONNECT at 2400 baud

11 CONNECT 4800 . . . CONNECT at 4800 baud

12 CONNECT 9600 . . . CONNECT at 9600 baud

15 CONNECT 19200 . . . CONNECT at 19200 baud
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Appendix C S-Regqisters

The following table lists the S-Registers suppotigdhe 455U-D modem.

No.
SO

S1

S2
S3
S4
S5
S6

S7

S8

S9

S10

S11
S12

Range Function Comment
0-255 Attempts before Answering Should normally be set to 1. O disables auto
Call answering of calls (ATA command to answer
calls only).

3-255 Escape Sequence Guard Time Units 20 eaitlisds. Min. Delay before and
after entering the escape sequence (“+++”
also Max. Delay between characters of the
escape sequence.

1-255 Escape Sequence Character Normally 43 = “+

0-127 Carriage Return Character Normally 13 Rx=C

0-127 Line Feed Character Normally 10 = <LF>

0-127 Back Space Character Normally 8 = <BS>

0-255 Inactivity Timer/Link Check Units Seconds. 0 disables. How frequently to

Timer send a “Link Check” message. Usually set
less than the timeout set by the AT\T
command. Default 0.
1-255 Number of Connection How many times to attempt a connection
attempts (Acknowledged after an ATD command. Default 5.
Mode)

0-255 Test Timer Units Seconds — How long totesits
(AT&TX)

0-255 Modem Receive Level Units (-)dBm — RS8Idation of last
received message. AT&T5 command may be
more useful.

0-255 DTR Loss Detection Time Units 10 millseds (Not Implemented)

0-255 Spare Function Not Implemented

read-only Command Mode Reason modem last returned to command

Diagnostic mode, i.e. connection lost.
S12=0 Reset (ATZ or Power Up).
S12 =1 Escape sequence (“+++”
S12=2 DTR lowered.
S12 =3 No ACK from remote modem after connected.
S12 =4 Activity timer timed out.
S12 =5 No response to dial request to remote modem
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S-Registers

S12=6 “BUSY” response from remote modem on digliest.

S12 =7 Character received from host while attengptio connect

S12 =8 Hang-up from remote modem.

S13 0-255 Spare Function

S14 0-255 Max Packet (0—1020 bytes)

S15 0-255 Break Length (Not
Implemented)

S16 0-255 Transmit Hold-off (0-12.75
Sec)

S17 0-255 Receive Hold-off (0-12.75

Sec)

S18 0-255 RS-232 Serial Rx Buffer
Threshold

S19 0-255 RS-232 Serial Rx Timeout

S20 0-255 RS-485 Serial Rx Buffer
Threshold

S21 0-255 RS-485 Serial Rx Timeout

S22 0-255 Default System Address —
High Byte

S23 0-255 Default System Address —
Low Byte

Not Implemented
Max Packet=s&&4 x 4. Default 255.

Minimum time to send “BREAK” signal.
Units 20 milliseconds.

How long to disable transmitting after
transmitting a message (Units 50
milliseconds)

How long to disable transmitting after
receiving a message (Units 50 milliseconds)

This register indicates the number of
characters to be received into the RS-232
serial receive buffer before beginning radio
transmission. (default 0)

If there is dathe RS-232 serial receive
buffer, and no data is received on the serial
port for this time, radio transmission will
begin regardless of the setting of S18. A
value of zero disables the timeout, so the
modem will not transmit until there are at
least S18 characters in the receive buffer.

This register indicates the number of
characters to be received into the RS-485
serial receive buffer before beginning radio
transmission.

If there is dathe RS-485 serial receive
buffer, and no data is received on the serial
port for this time, radio transmission will
begin regardless of the setting of S20. A
value of zero disables the timeout, so the
modem will not transmit until there are at
least S20 characters in the receive buffer

System address is set to this value when
factory defaults restored. This register is not
affected by the AT&F command.

System address is set to this value when
factory defaults restored. This register is not
affected by the AT&F command.
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S24 0-255

S25 0-255

S26 0-255

S27 0-255

S28 0-255

S29 0-255

S30 0-255

S31 0-255

S32 0-255

S33 0-1
S34 0-255
S33 0-255

System Address —High Byte

System Address —Low Byte

Lead-In Tone Time

Transmitter Hold-Up Time

Transmitter Tail Time

Unack Retries

Ackmode retries

Radio Flags

Module Temperature

State of Digital Input
Battery Voltage

Supply Voltage

The 16-bitsysaddress uniquely identifies
the radio network

The 16-bit systddress uniquely identifies
the radio network

This selects the Leadie period — units 4
msec. The default (10) should not normally
be changed.

Selects How ldmgtransmitter will stay on
waiting for more data before starting to send
the tail (msec)

Selects how |dmgtransmitter will send a
“Tail” at the end of transmission. New data is
ignored during the tail time

How many times to ret-traheach
message in unacknowledged mode. Each
message is transmitted this number of times.
The sequence number and source address
ensure that repeat messages are ignored by
the receiver.

Number of times to rartrgcknowledged
mode if no Acknowledge response is
received..

This read-Only register igis radio Tx
error flags

1 => Over-temperature Shutdown
2 =>PTT Timeout

4 => PLL Out of lock

8 => Antenna failure

This read-Only regiatiicates the module
temperature +50 (unifC)

read-Only O for dfffor on.

This read-Only registelicates the voltage
at the battery input (Units 0.1V)

This read-Only registdidates the voltage
at the Supply input (Units 0.1V)
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